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Chapter 1

Overview

The Thunderstone Search Appliance is a web walking and indexing device that allows a web site
administrator to provide a high quality retrieval interface to collections of HTML and other documents. It is
an application of Texis and is written in Texis’s Web Script language named Vortex.

It consists primarily of the Texis binary program and two Vortex scripts that are run by the Texis CGI
program on the Search Appliance and are accessed from a web browser.

One script provides the administrative interface, another provides the site walker and indexer, and the third
provides the search function that end users see.

1.1 Features
Here are some of its features:

e One or more web sites may be indexed into a single database.
e Multiple databases may be maintained.

e [t supports cookies.

e There is support for meta data.

e [t supports proxy servers.

e Robots.txt and meta robots are respected.

e [t provides a totally customizable search interface.

e [t provides a totally customizable site walker/indexer.

e A web site may be copied to the local file system.

There are many more features and options to tailor the Search Appliance’s behavior to your needs.
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22 CHAPTER 1. OVERVIEW
1.2 Technical Support

Support for the Search Appliance is available via a searchable web message board. It is located at the
following URL:

http://thunderstone.master.com/texis/master/search/msgboard.html

Anyone may read the discussions. To post a question or comment, you must create an account, which is
free, and you must be logged in. Also, once you are signed up, you may “subscribe” to periodic email
notifications of new postings to the board. This includes notices of general software updates and fixes
available with maintenance. You may select hourly, daily, or weekly notification of new postings.

If you subscribe to periodic notifications, and at some point in the future no longer wish to receive them,
you may select “subscribe” again to enter the administrative area where you may delete your subscriptions.



Chapter 2

Installation

2.1 How to unpack and install the Search Appliance

For basic information about unpacking and installing the Search Appliance, refer to the Getting Started
guide. This printed guide was shipped with the Search Appliance. In addition to the instructions it provides,
it includes a sticker that lists important information unique to your Search Appliance. This information
includes the original password and various network addresses.

Ensure that the Search Appliance is plugged into a UPS or other power conditioner.

Thunderstone is not responsible for damage caused due to environmental problems including, but not
limited to, spikes, over/under voltage, outages, static discharge, excessive moisture or condensation, and
extreme heat or cold.

Data loss may occur if the Search Appliance loses power without being shut down gracefully.

The Search Appliance is shipped with the network configuration specified when ordering. If no network
configuration was specified then the Search Appliance is pre-configured to get its IP information
automatically from DHCP. To change the network configuration if properly configured for your network, or
to view the IP of the Search Appliance, you will need to use the console menu or front panel LCD if present.

2.1.1 Console Menu

To use the console menu you need to attach a keyboard and VGA monitor to the standard ports on the rear
of the Search Appliance. You will see the following menu (not all options are available on all systems):
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Thunderstone Search Appliance Summary on YYYY-MM-DD HH:MM:SS
Thunderstone phone: 216-820-2200 or http://www.thunderstone.com

Serial number I XXXXX

Ethernet 1 ! XXX .XXX.XXX.XXX XxMb/s,xDX,Link:xx MACaddress
Ethernet 2 ! XXX .XXX.XXX.XXX XxMb/s,xDX,Link:xx MACaddress
Index Admin Page : http://xxx.xxx.xxx.xxx/texis/dowalk

System Admin Page : https://xXX.XXx.XxX.xxx:999

iLO Admin Page : https://XXX.XXX.XXX.XXX

iLO defaults : Login: Administrator Password: —--On Chassis Label--—

Thunderstone Appliance Setup and Information

T) Thunderstone information

N) Network and system information

S) Setup network W) set console passWord

C) Custom routes P) change web admin Password
R) Reboot system D) shutDown system

I) dIagnostics H) Help

F) drop Firewall/NAT (Allow all network access)

A) drop Admin restrictions (HTTPS, IP,Cipher requirements)

Enter your choice:

Choose an item by entering the letter on the left of the item.

e T) Thunderstone information
will display information about the Search Appliance software version, license information.

e N) Network and system information
will display information about the network and firewall settings.

e S) Setup network
will prompt for network info and change settings accordingly. Pressing ct r1-C for any prompt will
abandon changes and return to the menu.

— Network port:
If the appliance has more than one ethernet port it will ask which one you want to configure.

— Use DHCP?(y/n):
Enter ”’y” to get IP information automatically from DHCP and not ask further questions. Enter
”n” to specify the IP information manually.

— IP address:

Enter the IP address in dotted-decimal form: nnn.nnn.nnn.nnn
— Net Mask:

Enter the IP netmask in dotted-decimal form: nnn.nnn.nnn.nnn
— Gateway IP:

Enter the network gateway IP address in dotted-decimal form: nnn.nnn.nnn.nnn

— Nameserver 1 IP:
Enter the IP of the primary nameserver in dotted-decimal form: nnn.nnn.nnn.nnn
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— Nameserver 2 IP:
Leave blank for no secondary nameserver. Or enter the IP of the secondary nameserver in
dotted-decimal form: nnn.nnn.nnn.nnn

— DNS Domain:
Enter the domain to use on unqualified host names, such mydomain.com”. Or leave blank to
prevent unqualified names from resolving.

— Host name:
Enter the host name of the Search Appliance. Ideally this will match whatever your DNS has for
the assigned IP. At the very least it should be a fully qualified name such as
”app.mydomain.com” so that email notifications etc. can work. It should never be a single word
like "mysearch” as that can delay the boot process.

e C) Custom routes
lets you add custom IP routes to access networks that aren’t reachable using the standard IP and
gateway configuration. This is almost never used as a proper gateway setting will usually take care of
routing for you.

o W) set console passWord
sets a password to use to get access to the console menu. This is separate from the password for
access to the web interface. Once you set this password you will have to enter it to access the console
menu. Entering an empty password will clear the password so that none is required.

e P) change web admin Password
changes the password for web interface user admin”. This is separate from the console password.
This is mainly for use if the admin password is forgotten. When you know the admin password you
can change it from within the web interface.

e R) Reboot system
will stop and restart the Search Appliance.

e D) shutDown system
will cleanly stop and power down the Search Appliance.

o I) dlagnostics
will enter a sub-menu of network diagnostics as follows.
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Thunderstone Appliance Diagnostics | YYYY-MM-DD HH:MM:SS

PO HXOQO™WWnHHEHA™

M)

Ping

Traceroute

Lookup hostname

Fetch a URL

System view

RAID info

Start support connection...
Stop support connection
View support connection status
View support connection log
enAble ssh login

Main menu

Enter your choice:

e Menu items:

— P) Ping

will request a hostname or IP and send icmp packets to that host. It will run continuously until
you press ctrl-C.

T) Traceroute
will request a hostname or IP and trace the network route to that host.

L) Lookup hostname
will request a hostname and, optionally, a name server IP and will lookup the IP for the given
hostname on the configured, or given, DNS server.

F) Fetch a URL
will request a URL and attempt to fetch that URL. It will print out all of the received

HTTP/HTTPS headers but not the content. You may also enter a FILE URL of the form the
appliance takes to test mounted fileservers. See Network Shares (3.3).

S) System view
will give a self-updating view of the running system showing actively running processes, CPU
and memory utilization. Press g to quit.

R) RAID info
will display the status of the RAID disk array.

C) Start support connection...
starts a support connection as described in 3.3.

K) Stop support connection
stops a support connection as described in 3.3.

I) View support connection status
shows the status of a support connection as described in 3.3.

0O) View support connection log
shows the log of a support connection as described in 3.3.

— A) enAble ssh login / disAble ssh login
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will enable ssh connections into the appliance. When ssh login is enabled this option will
change to ”disAble ssh login”. Note that ssh login is only for Thunderstone technical support in
the case of emergency if the normal interfaces are not working. It is rarely, if ever used.

— M) Main menu
will return to the main menu.

e H) Help
will show a short help message.

e F) drop Firewall/NAT (Allow all network access)
will drop all firewall and NAT rules that you may have setup using the Webmin web interface. It will
also permanently delete the firewall and NAT configs so they will not come back on upon boot. This
is most useful when you’ve accidentally created a firewall configuration that locks you out of the
admin interface.

e A) drop Admin restrictions (HTTPS,IP,Cipher requirements)
will remove all system-wide settings that restrict the web admin interface. This is useful if you’ve
accidentally created a config that locks you out of the admin interface. This is permanent. Any
desired restrictions will have to be re-added from the web interface.

2.1.2 Front Panel LCD

Some hardware appliance models have a front panel LCD display and operation buttons. The display can
show information about the Search Appliance’s configuration and activity level. It can also be used to
change configurations and shutdown or reboot the Search Appliance.

There are 4 arrows used to scroll through menus and select items. The “check” button is used like a

2, %

keyboard’s “’enter” key to finish or confirm choices. The X" button is used to cancel or back out of a choice.

In the top-right corner of the LCD display there is a heartbeat indicator that should pulse every second. The
LCD backlight will dim after a period of inactivity. The LCD backlight will flash when there is a problem
reported.

Browse information about the Search Appliance from the main menu using the up and down arrow buttons.
Press the “check” button at any time to return to the main menu. Available information:

e Link Speed and Duplex

e [P Config Type (Static or DHCP)

e Primary Ethernet MAC Address

e Current IP

e Current Gateway IP

e License Serial Number

o License Maintenance Expiration Date
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e Current Hits per Day

e Current Documents in Database

e Current Searches per Minute

e Number of Running Walks

e Number of Currently Connected Clients (web browsers)

e Current System Load Average for 1, 5, and 15 Minutes.

e Current Network Usage I/0 Rates

e Current Memory Usage

e Current Swap Usage

e Current Disk Space Usage

e Current RAID Status

e Host and Domain Names

e Thunderstone Contact Information
From the main menu adjust configuration of the Search Appliance using the “check” button. Use up and
down arrows to navigate through the choices. An asterisk, ”*”, will appear at the end of items that have

been modified but not applied. At the end of the config list are the options to apply or trash(discard) the
changes. Available configs:

o [P configuration method
DHCEP or Static. Press ’check” or left or right arrow to change the value.

o [P Address
Only used if IP method is Static. Press ’check” to change the IP. Use up and down arrows to change
the digits of each number. Use the left and right arrows to move between digits. Use ”X” to cancel
your changes. Use “check” to keep your changes and move to the next config.

e Netmask
Only used if IP method is Static. Edit the value as with IP Address.

o Gateway
Only used if IP method is Static. Edit the value as with IP Address.

e DNS 1
Primary Nameserver. Only used if IP method is Static. Edit the value as with IP Address.

e DNS?2
Secondary Nameserver. Only used if IP method is Static. Edit the value as with [P Address.
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e Admin PIN
Set this to non-zero to require this password for making changes via the LCD front panel. Press
”check” to change the PIN. Use up and down arrows to change the digits of each position. Use the left
and right arrows to move between digits. Use X" to cancel your changes. Use “’check” to keep your
changes and move to the next config.

e Drop Firewall
Remove firewall restrictions etc. See same on console menu 2.1.1.

e Drop Restrct
Remove admin restrictions etc. See same on console menu 2.1.1.

o Sys
Shutdown or reboot the system. Use “check’ or left and right arrows to select the value. Use up or
down arrows to move to another config.

o Apply Now
Press “’check” to apply changes. Select "No” or ”Yes” to confirm then press ’check”.

e Trash Changes
Press “check” to discard changes. Select "No” or ”Yes” to confirm then press “check”.

The LCD backlight and heartbeat are also configurable. From the main menu press ”X” then “check” to
escape to the "Options” menu. Use up and down arrows to select the item to adjust. Use “check” or left and
right arrow buttons to cycle through choices. Changes to LCD settings are immediate. Press X" twice to
return to the main menu.

Under normal circumstances the LCD main menu will alternate between

Thunderstone
Search Appliance

and

Up/Dn for info
Check to config

If the display is not alternating or shows ”C1i:0 Scr: 07 then the LCD menu is not functioning
properly.

2.2 Customizing the Search Appliance’s Appearance

You may make common changes to the Search Appliance’s search appearance by using Search Settings
from the administrative interface main menu. You may select color, font, size, results style and order, as
well as setting boilerplate HTML to wrap around the search form and results.
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Operation

3.1 Running the Administrative Interface

The Search Appliance’s administrative interface is a web application that you access using your web
browser. Access it using http://YOURSERVER/texis/dowalk where YOURSERVER is the name (or
IP address) of your Search Appliance.

When you run the administrative interface you will be asked for the login and password. By default there is
one login name. It is admin in all lowercase. If no other accounts have been added, you will not have to
enter the name. It will be filled in for you. Your login will be remembered in a cookie until you logout. This
way, you don’t need to enter the password every time you enter.

Note: If you share your computer with others, or it is available to people who should not be administering
the Search Appliance, then you should logout when you are finished. This will help prevent unauthorized
configuration.

The Search Appliance administrative interface uses JavaScript to enhance its functionality and make it easy
to use, but the interface will also work well without JavaScript. No functionality of the Search Appliance
will be lost if JavaScript is turned off in your browser (e.g. to prevent pop-ups on other sites). In this
document, the user interface description assumes that JavaScript is enabled.

3.2 First Time Run: Quick Start

Step 1: Create an Account

A password was created by Thunderstone for the default administration account (admin), which you
should now enter at the prompt. If for some reason this step did not happen, the first time you run the
administrative interface you will be asked to create and enter a password. You should choose a password
that is easy for you to remember but hard for someone else to guess, as this is an account that will control
administrative access to the Search Appliance (additional accounts may be created later as needed). You
will need to enter the same password twice (two input boxes will be provided) to help check for typing
mistakes. Passwords are case sensitive. Once the password is created and Change is pressed, you will
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automatically be logged in and taken to the Profiles page to create a profile.

Step 2: Create a Profile

A profile is a collection of data (URLs/documents) to be searched, plus the settings that control that search;
a profile must be created and walked before searches can occur.

On the Profiles page, a profile may already have been created by Thunderstone if you requested it when
ordering. If so, you may click on the profile name and proceed to the last step, searching. Otherwise, create
a new profile.

Enter a name for the new profile, and choose a profile type. A Standard profile is just that — a standard
profile for walking — and is usually what you’ll want to create, especially for the first profile. A

Meta Search profile does not walk data itself, but merely searches and aggregates results from one or
more other profiles; see p. 154 for details. After setting a profile name and type, hit the Create Profile
button to create the profile.

A new profile will be created but a site walk/index will not be started yet. You are then presented with the
main walk settings page. Use the Base URL setting to specify the starting point of your walk. This is often
the homepage of a site, or the sitemap page.

Step 3: Walk the Profile

Once you’re satisfied with the URL and extension settings, you may hit the GO or Update and GO button
to begin a walk of your site. A walk will be started in the background and you will be taken to the

Walk Status page. This page will show you the status of the walk in progress and indicate when the
walk is complete. This page will automatically refresh every 10 seconds with the latest progress information
until the walk is complete. When the walk is complete you will see a summary of errors.

Last Step: Search

Once the walk is complete, you may click Live Search on the menu at the top of the page. This will
take you to the search that users will use. It is also the URL you can place on your web page(s) to send users
to the search.

You now have a site index that you can use. There are many options to control the site walk as well as the
search interface appearance. They are described in detail elsewhere in this manual. Use the

All Walk Settings button on the administration script’s menu to see all of the options. Click the
question mark (?) next to an item to get help for that item.
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3.3 Administrative Interface Overview

The Search Appliance’s administrative menu has the structure given below. Each item is described on the
pages that follow.

Settings
Basic Walk Settings
All Walk Settings
Search Settings
Tools
List/Edit URLs
Browse URLs by Folder
List Duplicates
Test Fetch
Test Search
Query Log
Replication Tools
Results Cache
SOAP Tools
Integration Tools
Best Bet Groups
Status
Search
Profiles
Dashboard
System
Information
System Information
Document Usage Overview
Log Viewer
Test Network and Servers
Task Monitor
Modules
Thesaurus
Client Certificates
Static Content
DBWalker
Connectors
Network Shares
OneBox Providers
System Setup
System Wide Settings
AWS Tools
Update Software
RAID Array Management
SSL/HTTPS Certificates
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Webmin System Management
Backup/Restore Settings
Backup Appliance Settings
Restore Appliance Settings
System Replication
System Replication Queue
System Replication Target Status
Security
Accounts & Groups
Access Control Lists
Advanced Tools
Extra Downloads
Upload Thunderstone Updates Manually
Support Connection
Support Command
Repair Tools
Check Version Upgrade Actions
Re-output XSL files
Re—-schedule walks
Docs

Basic Walk Settings

This is the central area for configuring a walk. The most commonly used walk related options and their
settings are presented and they may be changed here. The Basic Walk Settings are a subset of the All Walk
Settings. Next to each option is a question mark (?) which, if clicked, takes you to help for that option. The
options are documented individually later in this manual in section 3.4.

At the bottom of the page is a set of three buttons. Pressing any of the buttons affects all options on the
entire page.

e Update
This button causes all changes on the form to be saved. No walk is started.

If the Rewalk Schedule has been changed, the new schedule will go into effect immediately.

If Categories have been changed, the walk database will be updated to reflect the new categories. The
search interface will reflect the new categories.

If Single Page, Page File, or Page URL has been changed, the listed individual pages will be fetched
into the live search database and made available for searching.

If the Word Definition or Text Search Mode is changed, the search index on the live database will
be dropped and recreated. Searches might not work while the index is being rebuilt.

e GO or Update and GO
The GO button will change to Update and GO after you make a change to any setting on the form.
The ultimate behavior for either is the same.
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The current settings from the form will be saved as is done when you click Update. Then a new
walk will be started. The new walk will be performed to either a temporary database or the live
database, depending on the setting of Rewalk Type (Section 3.4.13). Then you will be shown the walk
status page where you may monitor the progress of the walk.

Changes to Categories or Word Definition will not be reflected until the walk finishes.

e STOP
When a walk is in progress the GO button is replaced by the STOP button. This button terminates the
running walk and abandon the work that it has done so far.

® Reset
This button reverts all settings on the page to what they were when the page was first loaded.

All Walk Settings

This is the central area for configuring a walk. This is similar to Basic Walk Settings except that all
walk related options and their settings are enumerated and may be changed here. Please see section 3.5 for
details on the individual settings.

Search Settings

This page contains all of the settings related to the search interface that end users see when performing
searches.

All search options and their settings are enumerated and may be changed here. Next to each option is a
question mark (?) which, if clicked, opens help for that option. The options are documented individually
later in this manual in section 3.6.

At the bottom of the page is a set of buttons. Pressing any of the buttons affects all options on the entire
page.

e Update Test
This button causes all changes on the form to be saved in the set of test settings, which can be tested
via the Test Search link on the left side of the interface. It does not modify the Live Search
settings. This allows you to “try out” settings before applying the changes to your live search users’
interface.

e Update Live and Test
This button updates both the Live Searchand Test Search settings. Use this either after
testing out the settings via Update Test, or for small changes that you don’t feel the need to test
out and immediately want to make live.

e Copy Live to Test
If you try out changes via Test Search and you decide you don’t want them, you can use
Copy Live to Test to discard the test changes you’ve made and revert back to the current
Live Search settings.
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® Reset
This button reverts all settings on the page to what they were when the page was first loaded.

List/Edit URLs

On this page, you may list or delete all or selected URLSs from the database. You should always list before
you delete, so you know that you are deleting the correct ones. While listing URLs, you may display all
known information about a given page. You may also create categories for selected sets of URLs from this
interface.

If a walk is in progress, delete is disabled and you are given the choice of listing URLs from the live search
database or the new database being built by the walk.

Select List or Delete from the drop down list. The default is always List for safety.

In the pattern box, enter the URL or pattern for URLs for which you want information. This may be an
exact URL or a wildcard pattern, which lists all URLs matching the wildcard pattern. For a wildcard
pattern, use asterisk () to match anything and question mark (?) to match any single character. You may
enter up to 10 different URLSs or patterns in the box to find them all at once. Put a space between patterns
when entering multiples. Leaving the pattern box blank implies *, and this will cause every URL in the
database to be listed. Deletion will be denied if the pattern is blank or .

Select the order in which you wish to see the list:
Depth URLSs encountered first in the walk will be listed first
URL URLs are ordered alphabetically
Newest first  URLs are ordered by modification date with newest ones first
Oldest first URLs are ordered by modification date with oldest ones first
Largest first URLs are ordered by download size with largest ones first
Smallest first URLs are ordered by download size with smallest ones first

Then Submit.

All matching URLSs will be listed. Clicking on a listed URL opens a page of details about that URL. On that
detail page, everything the database knows about that URL is presented. You can also see what pages refer
to the selected page by clicking Parents and what pages the selected page refers to by clicking
Children. The test link next to the URL can be used to do a live test fetch of the page to find out how
the Search Appliance processes it. See Test Fetch 3.3.

If your pattern matches less than the entire database, you will be given a form from which you can create a
category using the same pattern(s). Simply enter the name of the category to create and click Submit. The
name is the name that users will see on the search form. This new category will also appear on the main
settings page along with the other categories. It will also be immediately available to search users.

If the profile is a meta search, then the profile has no URLs of its own to list. The List/Edit URLs page will
instead display links to the list/edit URL pages for each of its target profiles.

Live Search and New Walking Database

These options are presented on the List /Edit URLs page (see 3.3) if a walk is active. They allow you
to choose which database to query. The “Live” database is the one from a previous successful walk that is
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what search users see. The “New” database is the database currently being built by the new walk. It is not
visible to search users.

Browse URLSs by Folder

Browse URLSs by Folder allows you to view the contents of the profile by folder. You can see the total
number of items that exist within a given folder, regardless of which pages link to which other pages.

Clicking on a folder descends into that folder, listing its contents. Clicking on a file takes you to its
List/Edit URLs page.

List Duplicates

This section allows you to list all the duplicates of a given page. The URL entered may be the URL that was
kept in the walk, or any of the pages that were excluded as a duplicate of pages already in the walk.

If Keep Refs was used in the walk, then all the pages that linked to the duplicate pages will also be listed.

Test Fetch

This allows for testing Search Appliance fetching of URLs. Be sure to properly encode any entered URL,
like space as $20.

Several processing options are provided to control how much processing to do. Expand the Opt ions link
to show and edit these options. Note that most will only be set at the request of Thunderstone tech support.
Some options may produce copious messages.

e Full Processing
Perform full processing on the fetched file as if it is being prepared for the search database (execute
any relevant Primer URLs before-hand, apply rejection rules to its links, etc). Otherwise only perform
the basic download of the page.

e Keep Download
Keep the raw encoded download and decoded data for display. Using this can make the test results
page particularly large for large source documents like PDFs etc.

e No redirects
Do not follow redirects. This can be useful to get the full size, content etc. of a page in a redirect
chain. When checked, Max Redirects (p. 104) is set to O for the fetch.

e Trace Settings
Defaults to, and overrides, the Walk Trace Settings option (p. 98): a set of zero or more
comma-separated ‘“name=value” pairs to generate additional debug/trace messages; set at the request
of Thunderstone tech support.

A short summary will be shown followed by various statistics and other information about the page. Most
of the information is collapsed (hidden) to reduce page clutter. Click the + next to an item to expand that
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item for viewing. Click the — to collapse an item. Use the Collapse all and Expand all links to
Collapse all items or expand all items respectively. Use Show empty fields to show all fields even if
there was no data for them. That helps one determine that a value is actually missing as opposed to
overlooked for display.

Large text fields will be shown in scrollable areas by default to avoid taking over the page. Click the + next
to a scrolling area to let it fully expand onto the page. Click the — to confine and expanded field.

Test Search

This hyperlink opens the search interface. It forces the interface to use the search settings listed on the
Search Settings page, whether they have been applied to the Live Settings or not. This allows you to
test search settings without affecting end users until you are satisfied with the new settings.

This mode also places two extra hyperlinks at the top of the search pages. Back to Administration
allows you to return to the Search Appliance administration interface. Make this appearance live
does that too, but it additionally makes the search settings you are testing “live”, so that end users also see
the search setting effects.

Query Log

The query log pages provide detailed and summary information about queries. Query logging must be
turned on to generate information on the query log pages. If query logging has never been turned on for the
current profile, there will be nothing to see. The query log is erased each time the database is rewalked.

The pages are as follows:

e Query Report

Top Query Words

Top Queries
e No Hits
Best Bet Clicks

The query log lists the time that each search occurred, the IP address of the web user performing the search,
the number of hits for the search, and the user’s query. For result clicks, it displays the query instead of the
number of hits and the actual URL instead of the query.

Selecting the Date/Time for a listed query will display a page with complete information about the search.
This page includes everything from the summary list, and any non-default parameter settings from the
search. A hyperlink is provided so that you may perform the same query as the user.

Administrators can use the “from” and “to” widgets to restrict the date ranges used to generate the reports.

Note: If the search user is going through a proxy that provides the X-Forwarded-For HTTP header, that
forwarded IP will be logged as the search user’s IP and the proxy’s IP address will be logged as a
ForwardedBy value.
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Replication Tools
Replication Tools allows you to work with replicating data from this profile.

e View Replication Status

Replication Status shows you an overview of the contents of the replication queue. The data is
presented grouped by host/profile, and the next items queued are detailed below.

e Send Profile Settings

Send Profile Settings is used when you want to send this profile’s configuration to another Appliance,
possibly with a different name. If the specified profile doesn’t exist on the target machine, it will be
created and given this profile’s settings. If it already exists, it will have its settings set to this profile’s
values.

Enter a remote machine and profile name & hit Send Settings to queue up the Send Settings
action in the replication queue, which you can view with the previous link.

e Send Profile Data

Send Profile Data allows you send all the current profile’s data to an established replication target.
This can be useful when adding a new target to existing sender profile, and you need to load the target
with existing content but don’t want to perform a full walk on the sender.

Select one of the machine/profile pairs listed, and hit Send Data to queue all this profile’s content
for replication. Please see the Replication Status page describe above to monitor the progress.

Results Cache

The Results Caching profile tool allows management of the results cache for the profile. If enabled
(p. 141), the results cache can improve search response time by caching frequently used search results: if a
later query is made with the same query string parameters, it may be found in the cache, thereby saving the
time needed to run the query again.

On the Results Caching profile tool page, the status of the cache manager is reported (whether it is
running, and what process ID). The cache manager runs in the background, deleting old entries and
refreshing the cache if requested. The size of the cache table (if it exists) is also shown, both number of
entries and size in bytes. Old entries are deleted as per the current Results Caching settings (p. 141).

Several actions can be performed on the cache, if results caching is enabled:

e Clear - Clears the results cache table. All previously cached results will be removed. This can also
be used to free up disk space if needed.

e Start Refreshing- Mark all entries for refresh. The cache manager will then start refreshing
the cache in the background, starting with the highest-priority entries: queries will be re-executed to
ensure the cache entries reflect the latest crawl data. This can increase load on the machine, as the
cache manager will now be executing queries (though only serially, one at a time). Existing cache
entries marked for refresh — but not yet actually refreshed — are still otherwise valid, i.e. they may still
be used to resolve user searches.
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e Stop Refreshing- Mark all entries as not needing refresh. This will stop the cache manager
from executing queries to refresh the cache, and thus may reduce machine load. The manager will
still continue to run to expire old entries, etc.

e Import - Import cache queries (without results data) from another profile, and mark for refresh.
This will copy the results cache from another profile, but since each profile’s crawl data is different,
the actual search results will not be copied, as they would be invalid. Thus, the entries will not have
search data (and cannot service requests), but will be marked for refresh by the cache manager. This
option can be used to “prime the pump” when creating a new profile to replace an existing live profile
as the default: the existing profile’s queries can be copied over and refreshed. When the refresh is
complete (indicated by “no entries marked for refresh”), the new profile can be made live, and will
already have a largely up-to-date cache.

Caveats: As results caching currently only takes into account the query string to differentiate requests, it
should not be enabled under results authorization or other scenarios that utilize additional data (such as
cookies or request headers) for search requests. The results cache is stored in the same database as the
profile crawl data, so it is deleted and started anew for each New type crawl — just as the crawl data its
results are based on starts anew with New type crawls. If a Refresh crawl is done that significantly changes
the crawl, the cache should probably be cleared to avoid stale or out-of-date results; alternatively, the Max
Cache Entry Age setting might be decreased.

SOAP Tools

Soap Tools provides various WSDLs and references for working with Search Appliance via the SOAP API.
Please see the SOAP API section for more details (4.24)

Integration Tools

This page provides tools for integrating the Appliance search interface into your own site. This is related to
where you want your search interface to appear, which may be separate from the content that is being
indexed.

The Javascript search dropin defines a block of static HTML that can be used to place a search interface for
the current profile within any other HTML page.

Copy and paste the HTML code within the gray block into any HTML page, and javascript will place a full
search interface within that page. Submitting searches or following links to further search results will stay
within that page. Any look and feel customizations applied in the profile will still apply.

Search forms in your own page can use the ThunderstoneFormclass, which cause their content to be
updated with the search. For example, if a user types in a search for t set and clicks on the Spelling
Suggestion test, this will allow the query box to be updated with the now-current query, test.

Note: The Javascript dropin does not support results authorization.
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Best Bet Groups

The Best Bets are grouped together. This allows different groups to be shown in different places, and easily
rotated in or out. For example, you might have one group of links that you have determined to be the most
probable results for a user’s query, and another group that includes links you want to promote.

The Group Name is how the group will be identified elsewhere in the administrative interface. This should
be chosen to readily remind you of the purpose behind the group.

The Result Type indicates which fields will be shown on the results page. The title and description are
entered by the administrator, rather than always being taken from the page.

Status

This page shows the status of the latest walk for the current profile. If a walk is in progress, it is the one
reported.

During an active walk, it indicates a summary of how many pages are to be walked in the next hour, how
many were walked in the last hour, and the total number of pages. There is a list of the most-recent URLs
fetched, with number of errors and duplicates found, followed by a list of the next URLSs to be walked.
Below that is summary information about the walk itself, including walk start time, starting URLSs, and some
profile settings. The Walk Status page updates automatically every 10 seconds until the walk is complete or
another page is selected. (After 10 minutes of user inactivity it will refresh once a minute to save traffic.)

When no walk is in progress, the report also includes a list of errors and duplicates encountered. If the last
walk was abandoned, the report includes information about how far it went, as well as the report from the
last complete walk.

Walk Status tabs

If more than one database is available for viewing, tabs will appear at the top of the Walk Status, allowing
you to swap between database. This can be caused by a "New” crawl running (allowing you to switch
between New Walk Databaseand Live Search Database),orif a ’New” crawl failed and
automatically reverted to the previous database (allowing you to switch between

Live Search Databaseand Failed Walk Database).

If more than one walk has been performed, then an Archived Logs tab will be available. This lets you
view log files from previous crawls for errors or other unexpected behavior. No database or searchable
content from these old walks is retained, only the log files.

Old archived logs are automatically cleaned out if they become too numerous or consume too much space,
with the oldest logs removed first.

While a walk is occurring, multiple buttons are available:

e Now button

During the walk the Refresh display: Now button may be selected to force a Walk Status display
refresh before the 10 second automatic refresh. Note that this only affects the display, not the walk
itself.
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o Pause/Auto button

The Refresh display: Pause button pauses the Walk Status display (prevent the browser from
refreshing the display every 10 seconds): this changes the button to Aut o which will have the
opposite effect (resume the auto-refresh). This is useful when examining the status page in detail, and
avoiding being interrupted by the browser auto-refresh. Note that both buttons only affect the display,
not the walk itself.

o STOP walk button

The Current run: STOP walk button on the Walk Status page stops the current walk. If the walk
type is New, the walk will be abandoned (current live search is left intact and not updated). If the
walk type is Refresh, the new pages are always live (since refresh uses one database), but the
search indexes are not updated.

o Pause walk and Make live button

The Current run: Pause walk and Make 1live button pauses the current walk, updates its
search indexes for speed, and makes the walk live (i.e. deletes the current live database and replaces it
with the current walk). This can be useful if you ran out of disk space while indexing and
subsequently freed up some space, or if a long running walk was stopped and you want to use the
incomplete walk. If the walk was abandoned due to an error, make sure you resolve the problem
before trying to make the new database live.

Search

This hyperlink opens the Search Appliance search interface as end users see it.

Profiles

This page presents a list of existing profiles. A profile contains the walk and search settings for a collection
of pages. The profiles are listed in the order of creation by default; clicking on Name will re-order by profile
name. You can click on a profile’s name to see and/or change its settings and status or to start a walk.

You can click on Delete next to a profile to delete that profile. You will be asked whether you really want
to delete the profile or not.

When a profile is deleted, all of its settings are lost and any walk database it has created is deleted. There is
no way to get back any of these items after the profile is deleted. You should not delete a database that is
being actively searched.

You may also create a new profile by entering a new name.

You can copy settings from an existing profile to your new profile by selecting its name from the drop down
list. This allows you to set up another site similar to an existing one. It allows you to experiment with the
walk settings for an existing site, without potentially harming the good walk that is being searched by your
users.
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Dashboard

The Dashboard gives an overall view of the Search Appliance’s status, and will update every 10 seconds.

Total Document Usage - Shows the total number of docs used across all profiles.
Searches / minute - Shows how many searches have occurred in the last minute.
RAM Used - Shows how much of the machine’s RAM is currently in use, not including caches.

Disk Used - Shows how much of the data partition is in use, where profiles are stored. This is
separate from the log partition.

Maintenance - Shows the maintenance status of this the Search Appliance. Lapsed maintenance
can be renewed by contacting Thunderstone.

Running tasks - Shows any currently running background tasks, including walks.

Graphs (updated every 10 minutes):

Search Rate - Graphs the recent average Search Rate.

Fetch Rate - Graphs the recent average Fetch Rate, which includes crawls as well as meta search
and system related fetches.

Running Profiles - Graphs the number of profiles running crawls. Many profiles running at the
same time may slow the system.

Load Average - Graphs the recent Load Average, which is represents overall how “busy” the
Search Appliance is. Higher numbers can lead to slower response times to searches.

RAM Usage - Graphs the recent ram usage, not including caches.

Network Activity - Graphs the recent bytes sent and received per minute by the Search
Appliance.

Disk Activity - Graphs the recent bytes read and written per second by the Search Appliance.

Disk Usage - Graphs the recent percent disk usage by the Search Appliance, which can be used to
spot when disks are nearing capacity.

Document Usage - Graphs the recent document usage by the Search Appliance across all profiles.
This can be used to spot when the Search Appliance is nearing capacity.

Document Growth - Graphs the recent increases in document usage. It will not show decreases in
document usage. This can provide a more precise view into document usage growth particularly when
document usage is already high.

System

The System section contains various links for maintaining and editing operating-system and overall settings.
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System Information

This page provides system information, such as network IP addresses, MAC address, kernel version, load,
etc. It also allows killing of processes owned by the texis user, which includes walks.

Document Usage Overview

Document Usage Overview shows how much your combined profiles are using of your purchased license.
The total number of results of all profiles are added together, and displayed in a doughnut chart to show
which profiles are larger than others.

Log Viewer

This allows you to view, delete, rotate, and email the Search Appliance logs. It lists every file in the log
partition and allows you to manipulate each log individually or many at once. Each item has a check box for
selection for mass operations, the date and time of last addition, the size, a link to see the most recent bit of
that log, and a list of processes currently using that log. Clicking a column header will sort the list by that
column.

There may be multiple versions of each log. The version with no numeric extension (.1, .2, etc.) in the
filename is the current log. Those with numeric extensions are older logs. Extension .1 is the most recent
old log, .2 is the second most recent, etc.. Logs are automatically rotated once a month or once a day if they
exceed 10MB. The need for rotation is checked once a day around 4am. To force a rotation check you can
click the Rotate Logs button at the top of the manage logs page. If you see a log file with numeric
extension that also has process numbers listed in the In Use By column you’ll probably need to reboot
the Search Appliance to free up that log file. That should be a rare occurrence, but has been known to
happen.

The log listing is divided into sections. The first, unnamed, section is the system level logs. They contain
information about the core operating system of the Search Appliance. That’s where hardware, network, and
similar events and problems are logged.

The Apache section contains the usage logs for the Apache web server which is used for HTTPS access to
the Search Appliance, if enabled.

The texis section contains logs related to Texis, the relational database server that is a major technical
component of the Search Appliance. These logs provide detailed information about operational events of
Texis.

The webmin section contains usage logs for the Webmin system management interface.

At the bottom of the page is a form which allows you to perform actions on the selected log(s). You may
View, Delete, Send, or Download any of the logs. For deleting you will be asked to confirm the deletion
before it’s carried out so it should be difficult to delete a log by accident. Deleting logs listed as in use may
require rebooting to reclaim their disk space.

For viewing, sending, and downloading you can choose how many lines of the log(s) to see and whether to
see the newest lines first (reverse chronological order) or natural order with the oldest lines first.
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For sending the logs to Thunderstone technical support you should fill in your email address and a ticket
number given to you by Thunderstone. Sending the logs via email assumes that your Search Appliance is
configured to send mail to the Internet. It is by default in the simple case but if you have outbound SMTP
blocked by your firewall or need to use a mail relay you’ll need to configure sendmail using the Webmin
interface. An alternative to having the Search Appliance email the log is to instead download the log then
attach that file to your email to Thunderstone tech support.

Test Network and Servers

This area provides the ability to test the network connectivity of the Search Appliance and find what web
and file server documents look like to it. It is divided into two sections. The first section is for testing Search
Appliance fetching and processing of urls. The second section is for testing the Search Appliance’s general
network connectivity.

o Test URL fetch

This is the same functionality as found in Test Fetch in a profile’s Tools. Please see its
documentation (p. 37) for more detail.

o Test Network

There are several network tests available. As many as desired may be done together. Each will be
executed in sequence one after the other and the results presented together on one page.

— Find IP
Look up an IP address for a given host. Options (correspond to walk DNS Mode settings):

* Internal - Perform the lookup using internal parallelizing routines.

* System - Perform the lookup using standard system routines.

— Ping
Send ping packets to the given hostname or IP address to determine reachability and speed.
Check Gateway to ping the configured gateway address. A handful of packets will be sent and
statistics about each and a summary of response times and loss will be displayed. Note that not
all machines respond to ping and some firewalls block ping. Page fetching may still work even if
ping doesn’t.

— Traceroute
Trace the network route to the given hostname or IP address to determine reachability and spot
possible problem areas. It will display one line for each hop along the network route to the
target machine. Asterisks (*) indicate a problem finding the next hop. Note that some firewalls
and routers block traceroute. Page fetching may still work even if traceroute doesn’t.

— Email
Send a small test email to the given email address. This will test the Search Appliance’s email
configuration as well as the recipient’s ability to receive emails from the Search Appliance. If
the recipient doesn’t get the test email look in System — Manage Logs — maillog‘to
see if the message was handed off successfully. If it was handed off check the recipient’s spam
folder.
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Task Monitor

Provides an interface to manage the Task Monitor, which is a background/daemon process that
automatically handles various Search Appliance tasks, e.g. updating indexes during settings replication. The
queue of pending tasks can be viewed and/or deleted (only if needed by tech support).

Thesaurus

This area allows you to upload one or more custom thesauruses (synonym lists) for use by search profiles.
An uploaded thesaurus is compiled and kept on the Search Appliance. You can download the thesaurus later
by clicking on it in the listing.

Each thesaurus may be used by zero or more profiles and should not be deleted if it is in use by a profile.
Search options that affect the use of these thesauruses are Synonyms(3.6.63),
Main Thesaurus(3.6.64),and Secondary Thesaurus(3.6.65).

See section 4.3 for further details.

Client Certificates

This area allows you to upload one or more client certificates to use while authenticating with HTTPS
servers. These are normally not needed unless the remote server requires a client certificate for
authorization.

Adding a new certificate requires providing the certificate and key each in PEM format (with the
BEGIN PRIVATE KEY/END PRIVATE KEY and BEGIN CERTIFICATE/END CERTIFICATE
blocks, respectively).

Client certificates uploaded here can be chosen for use with the Client Certificates profile setting
(3.5.71). The same client certificate can be used by multiple profiles.

Static Content

Static Content allows you to upload any files you’d like the Search Appliance to also host. This can be used
to serve images, javascript, or CSS files that are referenced by your XSL-customized search interface.

This is not meant for searchable content, which remains on the original website or file server. This is for
images or files used by the search interface, rather than file contents searched by the Search Appliance.

Content will be available under the /custom/ directory, so if you upload companyLogo . png you can
use <img src="/custom/companyLogo.png">in your custom search interface.

Note on Access Control: While you can create ACLs to restrict reading Static Content, this doesn’t control
the serving of the actual files themselves. This simply controls the ability to list content in the management
interface. Static Content is not meant to host restricted content, just auxiliary files for search.
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DBWalker

Configuration for the DBWalker module. Please see the DBWalker section (4.23) for more details.

Connectors

Google Connectors are 3rd party programs that allow you search data from large, complex data data sources
(such as Microsoft Sharepoint). There are different connectors for different types of content - Sharepoint,
Livelink, File Servers, etc. The connector is installed on a separate server, and the connector machine pulls
content from the remote data source, and pushes it into the Search Appliance.

Manage Google Connectors allows you to specify the location of a Connector Manager that’s been
installed, using an address like http://otherServer:8080/connector—-manager/. You can
then instantiate any connectors installed on that Connector Manager, and configure them appropriately
(varies by connect).

Connector Managers must be listed in the Appliance’s Cluster Members to allow it to push in data.
Adding a new Connector Manager automatically adds it to Cluster Members.

For more information on Google Connectors, and to download the Connector Manager and connector
packages, please visit http://code.google.com/apis/searchappliance/documentation/connectors/

Network Shares

Use this interface to mount remote file server(s)/shares to the Search Appliance so that it may be indexed
into one or more walk profiles.

Mounting shares is not necessary if the profile setting Network Share Access Method (p. 102) is
Current (the default for new profiles, where available) for all profiles.

All created mounts are permanent until manually removed. They will be remounted upon reboot of the
Search Appliance.

To mount a remote filesystem or share select the type from the drop-down list and click Add.

Once a filesystem is mounted, it may be referenced in crawls (e.g. for Base URL(s)) with the URL syntax:

file://host/share/

with an optional subdirectory appended. Make sure the host used is exactly the same as specified in the
Network Shares mount.



48 CHAPTER 3. OPERATION

NFS filesystems - Unix/Linux/etc. servers

Server: Enter the hostname of the server. CaSe does not matter. (e.g.: nasl.mycompany .com)

Directory: Enter the full path of the directory to mount as it is exported from the server. (e.g.:
/documents/internal)

Reliability: Select Hard or Soft. Hard will cause the Search Appliance to keep retrying the same file
forever in the event of an error reaching the server. Soft will allow files to fail if the NFS server can
not be reached.

NFS Version: The highest NFS version to use. Leave this at 3 unless you have problems with old NFS
servers.

CIFS - Windows 2000+

Server: Enter the hostname of the server. CaSe does not matter. (e.g.: nasl.mycompany .com)
Share: Enter the name of the share as exported by the server. (e.g.: internal)

Login Name: Enter the login name for the account to use to access the files on this share. This should be a
user that has permission to read all the files that need to be indexed.

Login Password: Enter the password for the selected login name.

Server IP: Rarely used. If the "Name” of the computer is different than its DNS name it may reject mount
requests to the “wrong” name. In that case enter whatever name makes the server happy into the
Server field and enter the machine’s IP address into this field.

NOTE: When using Windows 2003 server you may need to change a setting on the server to allow
mounting from the Search Appliance. If the share won’t mount try setting control panel —
admin tools — domain security policy — security settings — local policy —
security options —

Microsoft network server: Digitally sign communications (always) to disabled.

SMB - Windows The SMB - Windows mount is an older system, which has been replaced by
CIFS — Windows 2000+. If your file server doesn’t support CIFS or if you’re having problems with
CIFS, you can try using SMB instead, which takes the same options as CIFS.

Current mount list

Under the Add form is the list of currently mounts and their status. Each mount has a Remove link to
unmount the filesystem and/or remove it from the list. The options for each mount may be clicked to
examine or modify the options and remount the filesystem.

If an entry shows as “unmounted” there is a problem with the settings and it is not able to be mounted as is.
If it was a transient problem with the server click the options then click ”Save changes” without making any
changes to retry the mount.

Under the options for each mount is also an example of the minimum Base URL you would enter into a
profile to index the files on that filesystem.
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The Technical Info link shows some internal details about the mounts that may be helpful to tech
support if you have problems.

Note: This feature appeared in scripts version 5.4.11. Prior to that Webmin was the only way to manage
remote mounts.

OneBox Providers

Experimental This area lets you configure OneBox Providers.

This is currently an experimental feature which may or may not be available in this product.

System Wide Settings

This area is for settings that affect the Search Appliance as a whole and/or may be shared by multiple walk
profiles. Please see section 3.7 for documentation on the individual settings.

AWS Tools

Experimental This area lets you configure AWS instances.

This is currently an experimental feature which may or may not be available in this product.

Update Software

This allows you to manually initiate a check for software updates. It provides a list of available updates,
allows you to select which updates to download, and allows you to manually initiate the installation of the
downloads.

Refer to Getting Software Updates (4.4) for the procedure to manually perform updates.

If your Search Appliance has a CD drive, it also allows you to install software updates from a CD.

RAID Array Management
Note: This area only applies to larger models (such as 3000) that include multiple hot-swap disks in a
RAID-5 configuration.

Note: The pages in this area may load somewhat slowly as they collect information from the RAID
controller.

Overview

Little to no maintenance of the RAID array is required. In the event of a disk failure the hot-spare will
automatically take over and the array will be automatically rebuilt. The rebuild process takes several hours.
After the array is rebuilt the failed disk will have to be manually removed (no shutdown required) and
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replaced with a same size or larger disk of the same type. After the disk is replaced it needs to be Added to
the array.

Details

The RAID Status page displays a summary of the RAID’s state. It’s an abbreviated form of the
information on the RAID Management page to provide a quick Good/Bad check.

The RAID Management page lists information about the overall RAID array as well as each of the hard
disks in the system. Each item starts with a Status and is color-coded to indicate its state. Green is good, red
is problem, blue is hot-spare disk, light blue is unused disk, yellow is verifying/testing.

The first line of the Storage table contains information about the overall array with the Use column set to
Array. The remaining lines are individual disks, either Member, Spare, or None. Member disks are part
of the RAID array. Spare disks are hot-spares that will take over for a failed member disk.

Each item in the Storage table has associated actions that may be taken.

Rebuild An array that is in a non-optimal state may be forced into a rebuild to become optimal again.

Verify Verifies the integrity of the parity information for the array. This is not generally needed as the array
is automatically verified periodically as controlled by the hardware BIOS.

Fail Forces an individual disk into a failed state so that it may be replaced. This is not generally needed as
failures will be automatically detected.

Remove This removes a hot-spare disk from the array. It then becomes an unassociated disk with a Use of
None. All arrays should have a hot spare.

Add This adds an unassociated disk with a Use of None to the array as a hot-spare.

The first number in the Disk : Addr column (everything up to the :) is the disk number which corresponds
to labels on the front panel of the Search Appliance.

Rebuild/Verify Rate

The Rebuild/Verify Rate is how aggressively the RAID will rebuild. A higher rate will rebuild a partially
failed array more quickly so that it’s in a non-fault-tolerant state for the shortest possible time. The
downside of the higher rate is that operations that use the disk such as walks and searches will see slower
performance.

Controller
This table shows various model and version information about the RAID controller.
Command

The Command input box should not be used except at the request of Thunderstone technical support. It is
for issuing arbitrary commands to the RAID controller. Putting the wrong thing in this field could
irrevocably damage the RAID array and render your machine completely unusable! If the “Ok to run this
command” checkbox is not also checked anything in the command input will be ignore.

Perform
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The Perform button at the bottom will perform all of the actions selected on the form. You must also set
”Are you sure you want to perform these actions?” to ’Yes” or the actions will not be performed.

Front panel

This provides a rough approximation to the physical front panel of the Search Appliance. It shows the drive
arrangement to aid in locating the proper disk when performing maintenance.

SSL/HTTPS Certificates

This allows you to manage the server certificates provided by the Search Appliance when serving pages via
HTTPS. The admin interface, including Webmin, and search will use the same certificate. By default the
Search Appliance has a self-signed certificate. If you have multiple hosts you may need to regenerate the
self-signed certificate before your browser will allow you to access the second host using HTTPS. If you
want to use HTTPS for searches you’ll want to obtain a secure certificate from a trusted authority so that
end users don’t get warnings in their browser.

If you’re familiar with requesting and obtaining/creating secure certificates and have a key and certificate
pair ready to install you can use the Enter a premade Private Key/Certificate pair
option at the top of the Manage SSL/HTTPS Server Certificates page. You will be presented
with 3 large input boxes where you can paste in your Private key, Certificate, and an optional Intermediate
Certificate that may be provided by your certificate authority.

You can generate a self-signed certificate or a CSR that can be provided to a certificate authority to request a
secure certificate by filling in the boxes on the Manage SSL/HTTPS Server Certificates page.
If you just want a self-signed certificate to use for encryption but don’t care about authoritativeness you can
check Self sign and enter the number of days you want the certificate to be good for then click the
Install Certificate button. If you selected Self sign then you're finished. Otherwise click the
Generate CSR button to generate the CSR.

When generating a CSR you will be presented with a block of text beginning with

————— BEGIN CERTIFICATE REQUEST-----and ending with

————— END CERTIFICATE REQUEST-----. You need to send everything between, and including,
those lines to your certificate authority. The certificate authority may ask what type of server you’re using or
what format of certificate you need. Tell them you need an Apache compatible certificate.

After the certificate authority has confirmed your CSR they will provide a similar but different block of text
bracketed with ————-— BEGIN CERTIFICATE————-— and ————- END CERTIFICATE-———-— . Paste
that entire block, including the BEGIN and END lines, into the New Certificate box. They may also
provide an “Intermediate Certificate” that you would need to paste into the

New Intermediate Certificate box. If they don’t provide an Intermediate certificate leave the
New Intermediate Certificate box empty.

Once you generate a CSR the certificate management page will only present the option of installing the new
certificate(s) from that CSR. If you need to regenerate the CSR or want to abandon the old CSR for any
reason click the ‘Cancel CSR* button on the certificate form.

You can click Download Pending Key to download the private key of the pending CSR, although this
is unnecessary when signing a CSR. This can be used if you want to cancel the CSR, but still have the
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private key around in case you do actually sign that CSR later, and want to upload it as a pre-made cert and
key.

If you have set the Search Appliance to require HTTPS admin and manage to install a certificate that you
can’t use or somehow prevents HTTPS access you can re-enable HTTP admin by going to the physical
console of the Search Appliance and selecting the

drop Admin restrictions (HTTPS, IP,Cipher requirements) option.

Webmin System Management

This area has its own login and allows for control of various low-level system settings. The login is admin
using the same password as the admin account in the normal interface. If the password gets out of sync
somehow it may be reset by setting the admin password from the Accounts area (3.3).

Network Configure the IP address, DNS servers, and routing.

Firewall Restrict access by IP.

Clock Synchronize the Search Appliance to your local time.

Email delivery Configure how to send email for walk notifications etc.

Shutdown Shut the system down cleanly and power off.

Backup Appliance Settings

This allows you to save all of the current profile and most of the system settings from the Search Appliance
to an XML file on your local workstation. (Mounted filesystems and IP configurations are not currently
saved.) This file can be used to aid in cloning Search Appliances for a cluster and as a backup in the event
the machine needs to be restored from scratch.

”System-Wide Settings” includes things not specific to a profile - admin logins, system-wide settings, etc.
You can choose to download the settings for all profiles, or for some combination of profiles.

“Internal Settings” includes things that aren’t used when restoring, such as currently running Process IDs.
This should only be included at the request of Thunderstone Support.

Click Download to save a copy of the current settings to your workstation.

Restore Appliance Settings

Use this option to restore settings that you’ve previously captured using Save Appliance settings.
Missing profiles will be created, and existing profiles will have their settings set to the values contained in
the backup.
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System Replication Queue

Provides an interface to view and manage the queue for “non-profile” content when using System
Replication Settings. Non-profile content is things that do not apply just one profile, such as
System Wide Settings.

System Replication Target Status

Allows you to check the status of all the profiles on this sender machine against all System Replication
targets at once, indicating which profiles are present and which aren’t. It also allows you to create the
missing profiles on the targets.

Accounts & Groups

This section provides information to maintain multiple login accounts for access to the Search Appliance
administration. All users are listed on this page. You may add users, delete users, and change individual
user passwords. The default user, called admin, may not be deleted.

The Accounts page also allows you to create multiple administrative users. There is no distinction among
them after they are created. All users have full administrative permissions, and they may create and delete
any user or change any user’s password. This is a basic security mechanism meant to keep unauthorized
persons from using the web based administrative interface. The purpose of supporting multiple
administrative users is that you can create distinct passwords, which you can revoke in the future without
needing to change a single global password that all administrators know.

Usernames may only contain letters, numbers, and underscores, they must begin with a letter, and they must
be 20 characters or less. Names and passwords are case sensitive.

The passwords are one-way (forward) encrypted. This means that a forgotten password may not be
discovered. The only way to deal with a forgotten password is to change the password.

User groups may be created on this page, by clicking the Add a Group link. Existing groups may be
edited or deleted with the appropriate links. User groups are used to associate administrative users into
similar-privilege groups for easier access control maintenance. See the User Groups section for more details
(p. 155).

Access Control Lists

The Access Control page allows configuration of administrative users’ access to administrative actions
(creating profiles, starting walks etc.). In conjunction with user groups, access control can be used to restrict
certain users to only certain actions, instead of allowing all users access to all administrative functions. See
the Access Control section for more details (p. 155).
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Extra Downloads

Provides links to auxiliary downloads for the Search Appliance. This includes example programs for
interacting with the Search Appliance.

Upload Thunderstone Updates Manually

Allows you to upload software provided by Thunderstone, for situations where the Search Appliance isn’t
able to contact Thunderstone’s update server.

You can upload individual .rpm files provided by Thunderstone, or a .zip of .rpm files that will be
automatically unzipped for you.

Support Connection

Provides an interface to manage support connections to Thunderstone.

The appliance is able to establish a tech support connection to Thunderstone over the internet. This is
especially useful for appliances that are not normally visible from the internet. The appliance establishes an
encrypted outbound connection to Thunderstone’s server (see below) that then allows Thunderstone tech
support staff to access the appliance over the encrypted channel.

When starting a connection the user’s email address or an existing Thunderstone support ticket number is
requested so that the connection can be associated with an existing ticket or a new one created for the given
email address. When creating a new ticket also provide a description of why, using the provided form.

Once established a support connection will stay on unless terminated by the appliance admin or
Thunderstone. An established connection will be automatically reestablished after a reboot of the appliance.

For the support connection to work the appliance must be able to reach s1lot .thunderstone.comon
port 443 and one of either port 20000 or 80. Note that support connections via port 80 are encrypted despite
the common usage of port 80 for unencrypted HTTP.

Note that Thunderstone is not able to initiate a support connection. It must be initiated by an appliance
administrator.

If the regular admin interface is not available for some reason the support connection may also be managed
using the webmin interface at https://YOUR_APPLIANCE:999/.

Support Command

Support Commands are used by Thunderstone Support to help in severe error scenarios.

Thunderstone Support will send you an encoded support command, which can be uploaded here to apply
neccesary fixes to your product.

Support commands are only used in coordination with Thunderstone support.
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Repair Tools

Provides internal verification (and any necessary fixes) of Appliance systems, including actions
automatically taken at upgrades.

These are tools are meant to address situations that the Appliance should not normally find itself in Only use
at the request of Tech Support.

Check Version Upgrade Actions

There are internal actions automatically performed when the Search Appliance upgrades between major
versions, such as creating new database tables. If something unexpected went wrong in the upgrade process,
this section lets you check for and re-apply the upgrade actions. This is usually not needed, and should only
be done under the advice of Thunderstone Support.

Re-output XSL files

In the past, when a profile was restored from backup or made as a copy, it was possible for a profile’s XSL
files on disk to become out of sync with the profile’s settings. This has been fixed, but customers that had
restored profiles using old software may have profiles in this state.

This tool checks which profiles have XSL settings and files, and will re-write the profile’s XSL data to disk
if necessary. Not normally needed.

Re-schedule walks

In the past, when a profile was restored from backup, it was not actually scheduled with the profile’s rewalk
schedule setting. This has been fixed, but customers that had restored profiles using old software may still
have profiles in this state.

The Re-schedule walks section confirms that all profiles’ schedules match their rewalk schedule
settings, and allows the re-application all profile’s scheduled settings to the walk scheduler. Not normally
needed.

Docs

This provides a hyperlink to the online version of this documentation. It also contains a link to download a
PDF version of this documentation.

3.4 Basic Walk Settings

This page contains the settings that are used most commonly. They are available in
Basic Walk Settings.
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The settings on the Basic Walk Settings page are a subset of the settings on the A11 Settings
page. Use the page that is most convenient for your current task.

3.4.1 Walk Summary

This is informational only. It contains summary information about the most recent walk, and any recent
recategorization (see Categories, p. 63). The information includes the date and time of the walk, whether
the walk was successful, how many pages were indexed, and the number of duplicate pages.

3.4.2 Notes

This is a scratch pad area for the administrator of the profile. It in no way affects the walk or search.

3.4.3 Base URL(s)

Syntax: one or more URLS, one per line

This is the address where the web walker will start walking your site. If the whole site is to be searched,
simply enter your web address, for example “http://www.example.com”. If the search is to be
limited, specify the address to start the search or create a page listing the URLSs to search. The search will
only return information from your web site - no off-site searching will be done. Directory URLSs should
include a final forward slash “/”. Example - “http://www.example.com/mysite/”. If you have a
virtual domain that just redirects to another URL, enter the destination URL as your Base URL instead of
your virtual domain name.

You may specify multiple base URLs to index multiple sites; the Search Appliance’s idea of a “site” is a
single host as identified by the hostname portion of a URL. Therefore http://www.example.com,
http://www2.example.com,and http://example.comwould all be considered different sites.

In version 4.02.1046373961 Feb 27 2003 and later, the special “protocol” http-post or https—-post
may be used for a Base URL. This uses the POST method instead of the GET method to fetch the URL,
using the query string as POST data (it must be URL-encoded). This can be used to start walking at a login
page form that requires POST instead of GET. Note that the URL stored in the htm1 table will have the
—post and query string removed for security. During a Re f resh walk, when a URL is about to be
refreshed, the probable Base URL that led to it (i.e. the one with the longest prefix) will also be fetched.
This helps ensure that login cookies are properly restored to allow the Search Appliance access during the
refresh. Example:

“http-post://www.somehost.com/login.asp?user=bigbird&pass=open—-sesame”

See also URL file 3.5.7, URL URL3.5.8, Single page 3.5.9,Page file 3.5.10, and Page URL
3.5.11 for more ways to specify URLs.

3.4.4 Robots

Syntax: select Yes or No buttons
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robots.txt

With this set to Yes, the Search Appliance will initially get /robots.txt from any site being indexed and
respect its directives for what prefixes to ignore. Turning this setting off is not generally recommended.
Supported directives in robots . txt include User-agent,Disallow,Allow, Sitemap, and
Crawl-delay.

Note that any Crawl-delay value will be modified to fit in the Robots Crawl-delay range (p. 57, and
overrides Walk Delay (p. 58.

Any Sitemap links in robots.txt will be walked as well, subject to normal exclusion settings.
Sitemaps not in robots. txt may be added via Base URL(s) (p. 56) or URL URL (p.65).

Meta

When set to Y, the Search Appliance will process and respect the meta tag robot s within each retrieved
HTML page. This tag contains per-page robot (walker) control information; see p. 166 for details on its
syntax.

Placeholder

Whether to still put an (empty) entry — a placeholder — in the htm1 search table for URLSs that are excluded
via <meta name="robots">tags. Leaving a placeholder improves refresh walks, as the URL can then
have its own individual refresh time like any other stored URL. Without a placeholder, the URL would be
fetched every time a link to it is found, because no knowledge that it has been recently fetched would be
stored.

The downside to placeholders is that if the URL is also being searched in queries — i.e. Ur1l is part of Index
Fields — then the excluded URL might be found in results. Placeholders have empty text fields (e.g. no
body, meta, etc.) to avoid matches on text, but the URL field must remain.

See also Robots.txt 4.5.

3.4.5 Robots Crawl-delay

Syntax: decimal number

This gives the minimum and maximum robots.txt Crawl-delay values to allow; values found
outside this range will be changed to the appropriate minimum or maximum. -1 means no limit. The
defaults are 0 and 10. These values can be used to set reasonable bounds to sites’ Crawl—delay values.

Note that a Crawl-delay seen (modified to these limits) is only used if Robots robots.txt is Y, and
overrides Walk Delay (p. 58). Thus, to use the greater of robots.txt Crawl-delay or Walk Delay
(e.g. if the walker is bandwidth-limited, and sites’ robots . txt delays are to be followed), keep Min
equal to Walk Delay. To always use Walk Delay but still respect other robot s . txt directives (i.e. just
ignore Crawl-delay), keep Min and Max equal to Walk Delay.

3.4.6 Allow Extensions

Syntax: one or more file extensions separated by space
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A list of the URL path extensions that the walker will accept. The default list is empty, and indicates that all

extensions are allowed. Include the “.” in each listed extension. Case is always ignored. URLs with no
extension are always allowed.

E.g. to accept MS-Word documents, add . doc to the list. Note that if the list is non-empty, any extensions
not listed will not be walked.

A few other potentially useful extensions:

.asp
.cfm
.Jjsp
.shtml
. jhtml
.phtml

3.4.7 Exclude Extensions

Syntax: zero or more file extensions separated by space

A list of URL path extensions that the walker will reject. The default is empty, i.e. no extensions will be

T3]

rejected. Include the ““.” in each extension. Case is always ignored.

3.4.8 Exclusions

Syntax: zero or more strings, each on a separate line

Excludes URLSs containing any of the specified literal strings anywhere in the URL (hostname, path, or
query).

See also Exclusion REX3.5.23 and Exclusion prefix 3.5.24 for more ways to exclude URLs.

3.4.9 Walk Delay

Syntax: a decimal number from O to 10

Causes the Search Appliance to wait the specified number of seconds between page fetches. Normally set
this to 0, and the Search Appliance will fetch and process pages as quickly as it can. Increase the Walk
Delay if the web server cannot handle being hit rapidly. Increasing this value forces the walk to take at least
the following number of seconds to complete: the Walk Delay number times the number of pages on the
site.

Decimal numbers may be specified - 0. 1 will cause it to walk no more than 10 pages per second, etc.

Note: Using a delay larger than O forces Threads (3.4.10) to 1 to avoid possible fetch timeouts. Thus a
non-zero delay defeats the advantage of multiple threads. Also note that if Robots robots.txt is Y, then a
Crawl-delay value in a site’s robots . txt will override this setting.
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3.4.10 Parallelism

Syntax: whole numbers from 1 up
Threads

This is the maximum number of simultaneous page fetching threads to allow against each site. Setting
Threads higher than 5 is probably not very helpful, unless you have many “Single Pages” that are on various
hosts.

Servers

This is the maximum number of different web servers to walk simultaneously. Setting this too high can
stress your memory, cpu, and network.

3.4.11 Verbosity

Syntax: whole number from 0 through 4

Sets how much information the walker should provide about what it’s doing. The default verbosity level is
2. The values are described in the following table.

Table 3.1: Verbosity Levels
Level | Description
Issue no messages except errors
Display starting point URLs
Display selected setting info
List URLs found in URL files
Indicate why URLs are rejected

B WO = O

The levels are cumulative. In other words, each level includes the previous levels.

Warning: at Verbosity 4, full Primer URLs will be printed to the Walk Status Log. If you use Primer URLs
that contain credentials that you don’t want other the Search Appliance administrators to see, you will need
to restrict access to the Walk Status, in addition to the Primer URL, when using Verbosity 4.

3.4.12 Disable Starting Walks

When set to Y, no walk will launch for this profile for any reason (manually run, schedule, etc). Note that
even if set to N, walks may still be globally disabled if the System Wide Setting
Disable Starting All Walks is set.

This can be useful with profiles that should be dataload-only, or for profiles that want to guarantee their
content won’t change.

Walks that are already running when this is set will finish normally.
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3.4.13 Rewalk Type

Syntax: select from drop down box

This determines how rewalks are performed.

New

The default Rewalk Type, a New walk behaves just like the initial walk. The Search Appliance creates a
new database and does a complete walk of everything, starting with the Base URLs. A New walk does not
disturb the existing database during the walk.

o When to use New walks - New walks are useful when first setting up a profile and changing walk
settings, as you’re guaranteed to see your setting changes reflected in each document when a walk
finishes. If you later make significant walk setting changes, it is recommended to do a New walk to
make sure your indexed data reflects your new settings.

Once your settings are established, though, fully processing every URL on every walk can be
inefficient, and a different walk type may be more appropriate.

Refresh All

Refresh All still starts with the Base URLs and explores from there. But instead of creating a new
database and fully downloading and processing each URL, it leaves the already-indexed data in place, and
check each of the URLSs to see if the content has changed. New URLs are added to the database, and URLs
that are no longer present on the server are removed from the database.

If a URL’s content hasn’t changed, the Search Appliance doesn’t reprocess the file. If the server supports
If-Modified-Since (orit’sdoinga file:// walk), the content won’t even be transferred. This lets
the walk be much more efficient.

e When to use Refresh All walks - Refresh A1l walks are useful for keeping content up to
date once you’ve established all your walk settings. You're guaranteed for the walk to see anything
that’s changed, without needing to fully reprocess every URL every time.

However, Refresh A1l walks don’t apply the walk settings every walk. A new Data from Field
rule to customize the Title will not take effect if a URL’s contents hasn’t changed. If you change your
settings to include more URLs (i.e. add extensions, remove exclusions, add domains, etc.), a
Refresh A1l walk is not likely to find the newly allowed data, unless all of the URLSs leading to
this data have been modified. You should do a New walk once to process these changes.

For some large collections, especially those whose servers don’t support I f-Modified-Since,
checking every URL every walk may still be too intensive. For these, Re f resh walks can be used
(see below).

If more than 30%-50% of your site changes between walks you may be better off using a New walk
instead of Refresh All. Also, many dynamic content generators may not give accurate
Last-Modifieddates, which will cause every URL to be rewalked. In that case you should use
New instead of Refresh All.
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Refresh

A Refresh walk behaves like a Refresh All walk, but it doesn’t check every URL every walk. The
Search Appliance pays attention to how often each URL changes, and schedules checking the URL less
often if a URL isn’t changed. When a Re f resh walk starts, it only refreshes URLs that are scheduled for
update at the start of the walk.

The idea is that if a profile is doing nightly walks and a URL hasn’t changed in the last 6 months, it
probably doesn’t need checked EVERY night. It can be checked every 2nd night, every 3rd night, every Sth
night, etc. as it continues to not change.

o When to use Refresh walks - Refresh walks are useful with a large (200k+ URL) collection of
content that doesn’t change very often, where the collection is too large to perform a Refresh All
walk in a timely manner and dataload isn’t possible. Re f resh walks can finish much faster than a
Refresh All walk. This allows another walk to start sooner and frequently-changing content to be
re-checked sooner, instead of taking the time to finish refreshing all of the almost-never-changing
content first.

The downside of Re fresh walks is that if a URL whose content rarely changes does change, it may
not be picked up in the next walk because that URL may not be scheduled to be checked in the next
walk. It may be worthwhile to schedule or manually launch an occasional Refresh All walk to
check content slightly more often.

Singles Only

The Singles Only rewalk type is rarely needed, and only in specific scenarios.

Singles Only is like a refresh walk (doesn’t create a new database), but it skips all the normal walking
like Base URLs and refreshing content in the index. Instead it only walks “singles” settings (Single Pages,
Single URLs, and Single Files). Further, every URL from singles is checked on every walk, regardless of
whether it would be scheduled based on the refresh schedule described earlier.

e When touse Singles Only walks - Singles Only walks can be useful in scenarios where
customers want something more efficient than refresh walking, like a dataload environment, but aren’t
able to construct proper dataload requests. If customers can produce a “changelist” URL that
automatically lists all URLs that have changed recently, then that changelist URL can be named as a
Single URL. A Singles Only walk will walk those URLSs, without attempting to refresh the rest
of the indexed content that the customer knows hasn’t changed.

Rewalk Type Summary Table

The following table summarizes the trade-offs for the new and refresh rewalk types.
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Method Advantages Disadvantages
New Guarantees most accurate representa- Uses more bandwidth and temporary
tion of current site. disk space.
Does not disturb live search database. Longer time before site changes are re-
flected in live search
Refresh, Faster. Could get out of sync with actual site

Refresh All,
or
Singles Only

Uses less bandwidth and temporary disk

space.
Site changes are reflected in live search

much sooner.

under rare circumstances.

A lot of changed pages could substan-

tially slow searches during the walk.
Works best

with Tf-Modified-Since support
on walked web server.

3.4.14 Rewalk Schedule

Syntax: select from drop down boxes

This performs a rewalk on the schedule specified. The rewalk action is the same as the one that can be
started manually by clicking the GO button.

The Frequency defines how often to automatically rewalk.

The Hour defines which hour to start the rewalk for daily or weekly runs. You can click to select an hour
from the drop-down list, or type in a more granular time (like 3: 21 AM).

The Rewalk Type defines what type of walk to perform. By default it uses the current Rewalk Type
setting (see 3.4.13), but this allows a scheduled walk to override it.

You can define multiple walk schedules for the same profile by clicking the Add More Schedules link.

This gives you more granular control in setting schedules. For example, instead of choosing between
once a dayandonce an hour, you can have a walk launch 3 times a day by making the 3 schedules

e Daily at 8:00 AM

e Daily at 12:00 PM

e Daily at 4:00 PM

To remove a schedule, set its Frequency to —None— or click the red X to the left of the row.

See also End of Walk Email 3.5.2. If you are using “On Change” see also Watch URL 3.5.1.

3.4.15 Action Buttons

These buttons tell the Search Appliance to do something now. Only the buttons applicable to the current
status are displayed. The buttons are as follows:
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e Update: Save the current settings for future use but don’t begin a walk.
e GO: Begin a walk using the current settings.
e Update and GO: Save the current settings then begin a walk using those settings.

e STOP: Stop and abandon the walk that is currently running.

See the Walk Settings section (3.3) for details about the operation of these buttons.

3.5 Advanced Walk Settings

These are the advanced settings that are used less commonly than the settings available in
Basic Settings. The advanced settings are available in A11 Walk Settings.

3.5.1 Watch URL

Syntax: an HTTP URL

The URL specified here will be refreshed every time that The Search Appliance starts a refresh walk. This
can be used if you have a page that lists new documents that are added to the site as it will ensure that the
links are found as soon as possible.

3.5.2 End of Walk Email

Syntax: an email address

If this is set, a summary report will be sent to the supplied email address when a walk occurs.

3.5.3 Attach Logs

This selects the log files to attach to the walk notification. The log files and walk errors are for the period of
the refresh walk, and are sent as tab separated files that can be opened with programs such as Excel for
further processing.

If the query log is attached it will be cleared after being emailed. This is an alternative to separate query log
rotation and emailing and is particularly useful when using mode new for rewalks and you don’t want to
lose the query log. See also Rotate Schedule (section 3.6.3).

3.5.4 Categories

Syntax: textual name and URL pattern pairs, additional input boxes will appear as you fill the ones provided

The Search Appliance can create searchable sub-categories that will appear in a drop down box on the
Search page. Enter the name of the category on the left, and its corresponding URL pattern on the right.
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URL patterns must fully match the URL (e.g. including protocol), and may contain asterisk (*) to indicate
“anything” or question mark (?) to indicate any single character. There may be more than one pattern for
each category; separate multiple patterns with space. Category names must not contain the pipe (“|”)
character, as it may be used to separate multiple categories in the category search parameter. A category
should also not be named “Everything”, as the search interface provides that option in the category
selection box to search everything (i.e. any category), which might be confused with a specific category of
the same name.

The following table provides an example.

Table 3.2: Example Categories
Category URL Pattern
Demonstrations | http://www.example.com/demos/

Manuals http://www.example.com/manual/*
Books http://www.example.com/al/+ http://example.com/b3/*

This example would create a category named Demonstrat ions which would only search the URL
http://www.example.com/demos/ and any files under this directory, thereby creating a more
concise match to the user’s search. The same is true for Manuals. However, the Books category would
include pages from both the /a1l and /b3 directories. The user would now have the option to search within
just these categories or the entire database. The pattern should not be a single page unless you want a
category with just that single page in it (e.g. http://www.example.com/manual/index.html or
http://www.example.com/manual/ would generally be incorrect). It should typically be a prefix
for a directory that has multiple pages within it, followed by an asterisk ().

Note that URL Patterns will not be used to determine categories if any Data From Field rules set
Category. Please see the Data from Field settings (p. 72) for more details.

For best search performance, categories that overlap one another (i.e. contain walked pages in common)
should be avoided if possible. If overlapping categories are used, they should be listed
most-commonly-searched first. Also, the CatnoLowest field should be selected as one of the Compound
Index Fields (p. 87); this is the default. These guidelines will allow the Aut o—detect mode to optimize
the most searches to the fastest possible speed.

Also note that changing, deleting or adding Category and/or URL Pattern after a walk has been
performed will trigger a recategorization. This procedure, which runs in the background, re-applies the
category changes to the walked data. While it is faster than a full walk — as pages do not need to be fetched
and fully processed — it nonetheless can take some time, particularly for large walks. For best performance,
wait for the recategorization to complete (it can be monitored on the Dashboard or Walk Status as a task)
before starting another walk.

3.5.5 Categories Type

Syntax: radio button choice

The Categories Type setting sets what type of categories are being used, and how to optimize category
searches. It set to one of:
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e Auto-detect
Automatically detect what kind of categories are being used at search time, and optimize searches
accordingly. This lets non-overlapping categories (i.e. those whose pages do not occur in any other
category) be searched fastest, while still supporting overlapping categories as fast as possible. This is
the default mode.

e Overlapping
Assume that any category might overlap another. Category searches will be slower than with the other
modes. This mode was used before the Categories Type setting existed. It can be set as a fallback if
the cached overlap data is believed to be incorrect for some reason, e.g. category searches are wrong.

e Non-overlapping
Assume that no category overlaps another. All category searches will be as fast as the fastest
Auto-detect mode search, but searches for overlapping categories may not show all results. This
mode can be set to force higher-performance searches at the potential expense of accuracy.

See the tips and performance caveats on the main Categories page (p. 63).

3.5.6 DBWalker

Here you can select one more more database walking configurations to include in this profile. This can be
done in addition to specifying any Base URLs (section 3.4.3). To select multiple configurations, hold Ctrl
while clicking in the select box.

For more information on the database walker module, please see the DBWalker (4.23, pg. 198) of the
manual.

3.5.7 URL File

Syntax: the full path to a file on the web server’s disk

This allows you to specify a file containing a list of site URLs to walk. This is an additional way of
specifying more Base URLs 3.4.3. This file will be reread each time a rewalk is started. In the file, the list of
URLSs can be one URL per line (preferred) or delimited by any number of spaces.

3.5.8 URL URL

Syntax: an HTTP URL to a plain text file (nor HTML)

This allows you to specify the URL of a plain text file containing a list of site URLSs to walk. This is an
additional way of specifying more Base URLs 3.4.3. This URL will be re-fetched each time a rewalk is
started. In the file, the list of URLs can be one URL per line (preferred) or delimited by any number of
spaces.

Warning: Due to the nature of Stay Under, a large number of URL URLs (1000+) in different directories
will cause the walk to progress very slowly, as all URLs encountered will need to be checked against every
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one of those directories. In such a situation, we recommend turning off Stay Under and instead writing
your own Required Prefix/Required REX expressions, which will be more efficient.

3.5.9 Single Page

Syntax: one or more URLS, one per line

Here you may specify URLs for individual pages to include in the index. These pages are fetched and stored
in the database like others but the hyperlinks on them are not followed during a walk.

Pages removed from the list will not be removed from the database until the next New walk.

Note that since this setting is intended for “one-off” individual URLs, robot s . txt will not be fetched for
these pages.

3.5.10 Page File

Syntax: the full path to a file on the web server’s disk

This may be used to specify a file containing URLSs for individual pages.

Pages removed from the file will not be removed from the database until the next New walk.

In the file, the list of URLs can be one URL per line (preferred) or delimited by any number of spaces.

See also Single page 3.5.9.

3.5.11 Page URL

Syntax: an HTTP URL to a plain text file (nor HTML)

This may be used to specify the URL for a plain text file containing URLSs for individual pages. In the file,
the list of URLs can be one URL per line (preferred) or delimited by any number of spaces.

Pages removed from the file will not be removed from the database until the next New walk.

See also Single page 3.5.9.

3.5.12 Strip Queries

Syntax: select Yes or No button

Strip query strings from all URLs. Some URLs have query strings on the end indicated by a question mark
(?). With this option set to Yes, all query strings are removed from URLs before they are processed or
retrieved.
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3.5.13 Keep Query Vars

Syntax: comma-separated list of query variable names

If set, the Search Appliance will remove all but the these query variables when walking URLs. This can be
useful when you know only a few select query variables are important, and others may appear but are
irrelevant.

All the named variables are not required to be present, they are simply the ones that will be let through.
For example, setting Keep Query Vars to 1d, type will turn the URL
http://www.example.com//page.aspx?state=A3N4&id=432&printit=Y

into

http://www.example.com//page.aspx?1d=432

3.5.14 Ignore Query Vars

Syntax: comma-separated list of query variable names

If set, the Search Appliance will remove these query variables when walking URLs. This can be useful
when you can establish a few irrelevant query variables, but anything else would be significant.

URLs with these query variables do not cause any kind of error, they simply have the variables stripped out
and continue processing normally.

For example, setting Ignore Query Vars to printit will turn the URL
http://www.example.com//page.aspx?state=A3N4&id=432&printit=Y
into

http://www.example.com//page.aspx?state=A3N4&id=432

3.5.15 Sort Query Vars

Syntax: select Yes or No button
This tells the Search Appliance to sort the variable parameters in URL query strings.

Sometimes sites specify parameters in various orders but the returned content is the same. In such cases
using this option can reduce the amount of time, bandwidth, and processing involved in downloading and
processing those pages only to discard them as duplicates.

With this option on both of these URLs

http://www.example.com//page.aspx?state=A3N461d=432&printit=Y
http://www.example.com//page.aspx?id=432&state=A3N4&printit=Y

will become
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http://www.example.com//page.aspx?1d=432&printit=Y&state=A3N4

3.5.16 Lower Query Var Values

Syntax: select Yes or No button

This tells the Search Appliance to force the values (but not names) of variable parameters in URL query
strings to lowercase.

Sometimes sites specify parameters with mixed capitalization but the returned content is the same. In such
cases using this option can reduce the amount of time, bandwidth, and processing involved in downloading
and processing those pages only to discard them as duplicates.

With this option on this URL
http://www.example.com//page.aspx?id=432&state=A3N4&printit=Y
will become

http://www.example.com//page.aspx?id=432&state=a3nd&printit=y

3.5.17 Ignore Case

Syntax: select Yes or No button

This tells the Search Appliance whether to ignore case in URLs or not. The case of protocols and hostnames
is always ignored but the case of paths and filenames is respected normally (if Ignore Case is N). Some web
servers do not respect case, and the same file might thus be properly linked with differently-cased-paths
URLs. In such cases Ignore Case Y will treat differently-cased-paths URLs as the same URL (but will
preserve the case of the first variant found).

3.5.18 Host Aliases

Syntax: one or more alias host and canonical host pairs

Host Aliases allow you to indicate that one site (the alias host) is a copy of another site (the canonical host),
and that the alias host should automatically be translated to the canonical host when indexing.

Any content already indexed on the aliased host will be translated to the canonical host when the next walk
is launched.

The hosts are full hostnames, not partial matches. If you want www . oldhost . comaliased to
www.newhost .comand docs.oldhost .comaliased to docs.newhost . com, they needs to be two
separate host alias pairs.

If a search user specifies an alias host with ‘site: syntax (3.6.18 115), it will automatically be translated
to the canonical host.
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3.5.19 Host Aliases from robots.txt

Syntax: select Yes or No button

If Yes, then the walk process will look for Host : newsite.comdirectives in ‘robots.txt‘. If one is
found, and the host listed there is different than the host it was launched on, it will save that pair as a new
Host Alias (see above), and convert the content.

For example, if your Base URL is https://www.oldsite.com,and the contents of
‘https://www.oldsite.com/robots.txt contains the line

Host: www.newsite.com

Then a Host Alias will automatically be created, from the alias host www.oldsite.comto the
canonical host www.newsite.com,and then https://www.newsite.com will then be indexed.

3.5.20 Extra Domains

Syntax: one or more domain names separated by space or line break

Allow walk to fetch pages from any host in the specified domain(s). Any URL (of any protocol) with a
hostname ending in any of the specified domains will be accepted.

E.g. given Base URLs of http://www.example.com/ and Extra Domains othersite.com, the
Search Appliance will walk all of www .example.com,as well as any URLSs referring to any machine in
othersite.comor its sub-domains (e.g. docs.othersite.com).

This option is not a “restricter” but an “enabler”. All hosts specified will be walked and any others that
match the given domain(s) will also be walked.

Note: This option does not direct the walk to web servers in the specified domains, like putting them in
Base URLSs would. It simply allows walking them — if a reference to them is encountered via walking the
existing Base URLSs etc. Thus if no links to Extra Domains are encountered, none will be walked.

3.5.21 Extra Networks

Syntax: one or more IP address prefixes separated by space or line break
Allow walk to fetch pages from any host within the network specified by the numeric IP address(es).

e.g.: Given a base URL of http://www.example.com/ and extra network 192 . 0. 2 the Search
Appliance will walk all of www . example.comand any URLs referring to any machine having an IP
address prefix matching 192.0.2.

Note: This option does NOT direct the walk to completely index every web server in the specified network.
It simply allows walking them if a reference to them is encountered.

Note: Using this option has the potential to slow the walk, because every URL’s hostname must be looked
up. If there are many different off-site hosts, or your DNS is slow, the walk may be slowed substantially.
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3.5.22 Extra URLs REX

Syntax: zero or more regular expressions (REX), separated by space or line break

Restricts walks to fetch URLs only matching any of the specified regular expressions anywhere in the URL
(hostname, path, or query) when the Base URL matches.

If a Base URL is matched by an Extra URLs REX, then the only URLSs that match the Extra URLs REX
will be walked on that host. If a Base URL does not match an Extra URLs REX, then it is walked as normal.

It is a rarely used setting, most commonly used in conjunction with a hostname to fetch matching URLSs on
an additional host. Links still need to be found to those pages for them to be indexed.

For example, with the following Extra URLs REX:
>>=http://products\.example\.com=!supplierid+supplierid\=BigCo

(which matches a URL that begins with products.example.comand contains
supplierid=BigCo), and using the following Base URLs:

http://products.example.com/listProducts.aspx?supplierid=BigCo
http://help.example.com/index.aspx

The Extra URLs REX matches the products.example.comURL, so only pages with
supplier=BigCo will be walked, while all of help.example.comwill be walked (following other
inclusion/exclusion rules).

Available from version 4. 3. 9.

See also Extra Domains, p. 69. See p. 237 for details on REX search syntax.

3.5.23 Exclusion REX

Syntax: zero or more regular expressions (REX), each on a separate line

Excludes URLs matching any of the specified regular expressions anywhere in the URL (hostname, path, or
query).

Table 3.3: Exclusion REX examples
REX Matches
/scratch[0-9]/ a subdirectory named scratch followed by a single digit
["\alnum]test ["\alnum] | the word test (but not retest or tester etc.)

See also Exclusions 3.4.8, Exclusion prefix 3.5.24 and Exclude by Field 3.5.26. See
p. 237 for details on REX search syntax.

3.5.24 Exclusion Prefix

Syntax: zero or more URL prefixes, each on a separate line
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Excludes URLs beginning with any of the specified prefixes. The entire URL (hostname, path, and query) is
used for comparison.

Examples:

http://www.example.com/scratch0/
http://www.example.com/scratchl/
http://www.example.com/books/t

See also Exclusions 3.4.8, Exclusion REX 3.5.23 and Exclude by Field 3.5.26.

3.5.25 RSS Feeds

Syntax: select from options

RSS Feeds determines the behavior taken when a RSS or Atom feed is encountered during a walk, either
by directly linking or an embedded <1ink rel="alternate">.

e Follow Links Only (default) - Links listed in the feed are followed, but the text content feed
itself is not indexed.

e Index Content and Follow Links - Links listed in the feed are followed, and the feed
itself is considered searchable content. The title and description of the feed are indexed, as well as the
titles of the entries in the feed.

3.5.26 Exclude by Field

Syntax: Metamorph query, field to search, what to exclude

This provides more flexible control of what to exclude and how to exclude it. One exclusion per row of
controls may be entered; new blank rows will be provided as rows are used. The Metamorph Query
column is where a Metamorph query (i.e. a typical search on the Search Appliance) is entered: e.g. several
keywords or a regular expression. The Field and Meta Field columns determine what the Metamorph
Query searches: if Meta Field is non-blank, that named meta field! is searched, otherwise the field selected
in Field is searched. The Exclude column controls the action for pages that match the query:

Pages and links indicates that both the matching page and its links are to be excluded; Pages only
indicates that the matching page is to be excluded but its links are still followed — this is useful for excluding
navigation-only pages; Links only indicates that the page is still included but its links are excluded.

See also Exclusions 3.4.8 and Exclusion REX 3.5.23.

3.5.27 Additional Fields

Syntax: Name, Type, Searchable, Sortable, Output

IPrior to version 24.1.3, only HTTP header, <meta name>, and <meta http-equiv> values were searched for Meta
Field. In version 24.1.3 and later, <meta property> and <meta itemprop> values were added.
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The additional fields allow you to add up to three additional fields to the index. These fields can be included
in the output (if you use the XML output style), sorted on, and searched on. They are populated with the
Data from Field settings (p. 72).

e Name - specifies the name of the additional field. It also specifies element that will hold the field
contents if it is output in XML. The name must be a valid XML element name (may contain only
alnum or — and must start with a letter or _).

e Type - specifies the internal storage type for the additional field. Anything can be stored as Text, but
if you want to do numeric or date comparisons (such as sorting), you have to use an appropriate data

type.

e Searchable - specifies whether this additional field is directly searchable. This is done with an
additional URL parameter that is separate from the normal query. Please see the Additional Fields
section of Procedures and Examples, p. 197, for more details.

e Sortable - specifies whether you allow sorting by this additional field. This is done with the order
search parameter. See the Sorting section of Additional Fields, p. 198, for more details.

e Output - specifies whether this field should be included with the output for XML results. Note that
this ONLY refers to XML output, none of the “stock” results styles will include additional fields. If
you want an additional field to show up in your search results, you must set Qutput to Y for the field,
use the XSI, Stylesheet Results Style, and customize the stylesheet to display the element for
the Additional Field.

Note that once Additional Fields are created and used, changing their order or Type may alter other settings
that use them, such as Data from Field (p. 72), Index Fields (p. 87) or Compound Index Fields (p. 87).

3.5.28 Data from Field

Syntax: REX expression, Replace expression, field to search, where to store it

This provides alternate means of setting both the HTML fields (Modified, Title, Description etc.)
and any Additional Fields. It allows getting page information from non-default places by searching and
optionally replacing the data. New blank rows will be provided as rows are used. See below for examples.

REX Search - Allows you to specify a REX expression to narrow down what contents of the From Field
will be used. Leave it empty to use the entire field. See p. 237 for details on REX search syntax.

Note that a REX Search must be specified for the following F rom field types:
e HTML
e HTML, raw output

e Text
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You can specify they entire field for these by using . + as the REX Search.

Replace - Replace can be used to specify a subset of the value to be stored in the To field (or subset of
the match, if REX Search is used. See p. 242 for details on REX replace syntax.

From Field - specifies what the source field is for the data.

e HTML - the raw HTML source of the page. After matching, HTML tags are removed and HTML
entities are resolved.

e HTML, raw output - the raw HTML source of the page. Content is left as-is, with tags in place.
e Text - the text of the page, after HTML rendering has been applied.
e Title - the HTML title of the page

e All Meta - the contents of all HTML <meta> headers — name, http-equiv, property,
itemprop (but see From Meta Field footnote) — and HTTP headers specified in the document.

e Meta Field -> - the contents of a specific <meta>/HTTP field, specified in the next input box,
From Meta Field.

e Keywords - the contents of the Keywords and/or Keyword meta field.
e Description - the contents of the Description and/or Subject meta field.

e Mime Type the MIME type of the page. This may have been derived from the Content-Type
header, a <meta http-equiv> tag, or the URL extension, depending on what is available.

e URL - the URL of the page.

e URL Decoded - the decoded version of the URL. Any $XX *URL-safe’ sequences in the URL are
replaced with their real characters. E.g. Pre$20%2D%20Expense%20Report .doc is decoded
into Pre — Expense Report.doc.

e URL Protocol - the URL’s protocol, e.g. http.

e URL Host - the host (without port number) from the URL.

e URL Host and Port - the host (and port number if given) from the URL.
e URL Path - the file path from the URL.

e URL Path Decoded - the file path from the URL, URL-decoded.

e URL Anchor - the anchor from the URL (if any), i.e. the part after the # (pound sign). May not be
available if already stripped.

e URL Query - the query string from the URL (if any), i.e. the part after the ? (question mark).

e URL Query Var -> -the value of the URL query-string variable named in From Meta Field,
URL-decoded.
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e Referrer’s Data - the value of a referring pages field. Store refs is required for this. The field
selected will be the same field being populated.

From Meta Field - [f Meta Field —->or URL Query Var ->is given as the From Field, this field
is used to specify which meta field?’s or query var’s contents to use as data. Leave blank otherwise.

Entering text in this field will force the use of Meta Field ->,if From Field is set to anything besides
Meta Field or URL Query Var.

To Field - specifies where information should be stored.

e Modified, Title,Description, Keywords, Depth, and Body - Override the standard fields
extracted from the content.

e Authorization URL - Populates the URL used when checking this result for Results
Authorization. Please see the A11ow Authorization URL section (3.6.56) for more details.

e Category - To populate the category via Data From Field, all the possible category names must be
entered in the Category setting. Using one or more Data From Field rules to set Category will cause
the Appliance to ignore the Categories’ URL Patterns and instead set category membership based on
these Data From Field rules.

Note: due to the way categories are stored, if categories are added, reordered, or removed after
content has been walked, then a New walk will need to be performed to update the content’s
categories. Renaming categories does not need a rewalk.

e Additional Links - This target allows you to use Data From Field to create links that will be
walked. These links are subject to the normal indexing rules, will be rejected if they match
exclusions, etc.

Use of this Data From Field target has no effect on the existing links found on the current URL. The
links generated by this target will be added to the standard set of links on the page.

e Subfetch - This causes the Search Appliance to take the value(s) it finds and performs a fetch as
URL(s). The URL can be absolute, or relative to the current URL.

Nothing is changed by the subfetch itself, but any further Data From Field rules will use that fetched
document(s) as the source of its content. Please see the Subfetch example below for a situation where
this could be used.

e Additional Fields - If this profile has any Additional Fields, they will be available as a target
To Field.

If you just added the name of a new Additional Field, you will need to hit Update for the new
Additional Field to appear in the To Field list.

Append - If set to Y, then the Data From Field content will be appended to the field’s existing data instead
of overwriting it. Date-type targets, such as Modi fied, do not support Append.

2Prior to version 24.1.3, only HTTP header, <meta name>, and <meta http-equiv> values were searched for From
Meta Field / All Meta / Keywords / Description. In version 24.1.3 and later, <meta property> and <meta itemprop>
values were added.



3.5. ADVANCED WALK SETTINGS 75

Data From Field Example - Using Description for Title

If there’s a site that uses the same HTML title for every page but has a nice description, you can use the
following settings to store the description in the t it 1e field (in addition to the description field).

REX Search: (Empty)

Replace: (Empty)

From Field: Description

From Meta Field: (Empty)

To Field: Title

Data From Field Example - Using PublishDate for Last Modified Date

If you’re walking a site of articles that specify a PublishDate meta field for every page, you can use that
field’s value instead of the normal Last-Modifieddate.

e REX Search: (Empty)

Replace: (Empty)

From Field: Meta Field ->

From Meta Field: PublishDate

To Field: Modified

Data From Field Example - Grabbing Price from Meta

If the site being walked defines a meta header on each page containing a price, it’s possible to store that
numeric data in an Additional Field for searching. Assuming you’ve already defined an Additional Field
called Price, the following settings would save that meta field in the Additional Field.

REX Search: (Empty)

Replace: (Empty)

From Field: Meta Field ->

e From Meta Field: Price

To Field: Price
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Data From Field Example - Grabbing Price from Text

The target site might not be organized enough to stick the Price value in a meta header. If every page
contains text in the format Price: $19.95, Data From Field can key in on that.

REX Search: Price:=\space+\$\P=[0-9\.]1+

Replace: (Empty)

From Field: Text

From Meta Field: (Empty)

To Field: Price

Notice that we use the field Text as the source, not HTML. By operating on the formatted text instead of the
raw HTML source, it allows proper operation even if the HTML source uses things like
Price: <b>$19.95</b>or <td>Price:</td><td>$19.95</td>.

Data From Field Example - Subfetch to use PDF Contents for a Web Page

Subfetches allow you to use content from other URLSs to populate the current URL’s record. We may
have a site about articles, where each article has a web page describing the article, and a link to a PDF of the
actual article. We’d like searches that match article contents to take us to the web page, not the article PDF
itself.

If the web page has a meta header called “pdfLink” with a URL to the article PDF, we can use the body
of the PDF as a replacement for the web page’s body with two Data from Field rules like this:
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First Data from Field rule:

e REX Search: (Empty)

Replace: (Empty)

From Field: Meta Field ->

From Meta Field: pdfLink

To Field: Subfetch

Second Data from Field rule:

e REX Search: .+

Replace: (Empty)

From Field: Text

From Meta Field: (Empty)

To Field: Body

The Subfetch Data from Field rule fetches the URL specified in the pdfLink header. While this grabs
the PDF, it doesn’t change anything on its own. We then pull from the PDF’s text output, and use that as the
Body of the current web page.

3.5.29 Required REX

Syntax: zero or more REX expressions, each on a separate line

If specified, all URLs walked by the Search Appliance must match at least one of these expressions.
Opposite of Exclusion REX. See p. 237 for details on REX search syntax.

3.5.30 Required Prefix

Syntax: zero or more URL prefixes, separated by whitespace

If specified, all URLs walked by the Search Appliance must match at least one of these prefixes.
3.5.31 Max Page Size

Syntax: a whole number from 1 up

Sets retrieved page size limit to the specified number of bytes. Pages larger than the limit will be truncated -
not discarded.
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Note: PDF files tend to be very large for the amount of text contained within them. Truncated PDF files are
not processable due to their design. Make sure this setting is large enough to handle the largest PDF file you
want to index.

3.5.32 Max Pages

Syntax: a whole number from -1 up

Limits the number of pages retrieved in a run to the specified number. Use —1 for no limit.

3.5.33 Max Bytes

Syntax: a whole number from -1 up

Limits the number of bytes retrieved in a walk to the specified number. Use —1 for no limit. The actual limit
is rounded up to include the size of the last page so that it does not get truncated.

3.5.34 Max Depth

Syntax: a whole number from -1 up

Limits the depth of page retrieval to the specified number. Use —1 for no limit. Depth is determined by
counting how many links were traversed to reach a particular page. The base URLs are all at depth 0. URLs
referred to by the base URL are depth 1, and so on.

3.5.35 Max URL Size

Syntax: an integer from 1 through 2033

Limits the size of URLs walked. URLSs longer than this will be skipped. Should not exceed 2033. The
default is 1024.

3.5.36 Max Requests

Syntax: an integer greater than 0

This gives the maximum number of server requests (page fetches) to make on a single server connection
(i.e. Keep-Alive requests), if the server and protocol support multiple requests. Multiple requests per
connection increases walk speed, and is needed for Windows/NTLM-protected pages. The default is 100.

3.5.37 Max Connection Lifetime

Syntax: an integer greater than 0
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This gives the maximum lifetime (in seconds) for a connection to a server. Multiple requests per connection
may be made (if the server and protocol support it) until the connection is this old. The default is 600 (i.e.
ten minutes).

3.5.38 Page Timeout

Syntax: a whole number from 1 up

Causes the Search Appliance to timeout after the specified number of seconds during each page fetch. This
includes the time to lookup the IP address of the host, make the connection to the server, and download a
single page. A timeout does not cause the entire process to quit. That page is just skipped and considered
unavailable.

3.5.39 Meta Tags

Syntax: zero or more meta tag names, each on a separate line

This option tells the Search Appliance to look for the specified meta data in fetched documents and store it
in the database. Then, this data is included in text searches. The meta tags “Description” and “Keywords”
do not need to be specified here because they will be indexed by default. See below.

3.5.40 Standard Meta

Syntax: select Yes or No button

This option indicates whether to automatically extract the standard meta tags “Description” and
“Keywords” from HTML documents. If “Yes”, description and keywords meta data will be extracted and
stored in their own fields within the database, unlike other meta data which will be collected and placed
together into a single meta field in the database. These meta tags will be included in the search with a higher
precedence than other meta tags.

3.5.41 All Meta

Syntax: select Yes or No button

Extract all <meta name> data from HTML documents, and all meta data from anytotx
plugin-processed documents, and place into the meta field for searching. This eliminates the need to know
the name of all possible meta tags, but it also opens the possibility of recording all manner of nonsensical
meta data.

3.5.42 Storage Charset

Syntax: standard IANA character set (charset) name
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This sets the charset for storing page text in the database during walks. Pages will be translated to this
charset when inserted. If a page cannot be translated, it is stored and labeled with its source charset (if
known). If left empty (the default) it is UTF-8. This charset should be a superset of US-ASCIT (same 7-bit
sequences), and translatable by the Search Appliance from all walked pages’ source charsets.

Note that this is not necessarily the charset that search results will be displayed in: see Display Charset
under Search Settings. This setting is the default value for Display Charset; see notes under Display Charset.

3.5.43 Source Default Charset

Syntax: a standard IANA character set (charset) name

If the source charset for a walked URL is not labeled and cannot be determined, assume it is this character
set. Default is ISO-8859-1. This should only be changed if a large number of walk pages are in an
unlabeled different charset, e.g. a Windows charset.

3.5.44 XML UTF-8

Syntax: select Y or N button

Whether to attempt to clean up UTF-8 data for XML output: remove sequences and characters that are
invalid for XML. Should be Y if XML output (e.g. Results Style set to XSI. Stylesheet)is used (and
Storage Charset should be empty). This helps avoid browser errors with XML pages. Note: if XML output
is not being used, this should be set to N, as certain characters that are HTML-safe but not XML-safe will be
removed if enabled.

3.5.45 Keep Links

Syntax: select Yes or No buttons
Specifies whether to follow the named type of links when walking.
Stylesheet

If Y, links from <LINK HREF=... REL=stylesheet> tags will be indexed as searchable content. Note
that non-stylesheet <LINK> tags will still be followed regardless of this setting.

The default is N.

Script

If Y, Javascript links from <script src=...> tags will be indexed as searchable content.
The default is N.

<FORM >

If v, links from <FORM ACTION=...>tags will be indexed as searchable content. Without the rest of the
form properly filled out, such links can often produce nuisance error pages from database-driven sites.
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The default is N.

3.5.46 Remove Common

Syntax: select Yes or No button

This causes common leading and trailing text from pages to be removed from the database. This is good for
eliminating navigation menus and other static boilerplate text at the beginning and/or end of each page.

3.5.47 Ignore Selectors

Syntax: one or more CSS selectors

These CSS selectors define portions of HTML documents to ignore (e.g. boilerplate text). Text from
matching elements will be removed from the searchable text. A matched element includes the open tag
through the matching balanced close tag (if not a void element). Only valid HTML 5 elements may be
matched. Links will be unaffected. A matching tag with no close tag given in the document will generally
match through the closing implied by HTML (e.g. end of parent element). The default is “nav, header,
footer”, which ignores <nav>, <header>, and <footer> elements’ text.

A limited subset of CSS selector syntax is supported. Each setting entry must be a selector as defined by the
following pseudo grammar. “!” indicates at least one of the preceding parenthetical group’s components
must be given. An optional item/group is suffixed with “?”; “*” indicates zero or more occurences of the
item/group may appear; “+” indicates one or more. Fixed-font indicates literal text, including e.g. square
brackets ([ 1) and quotes. A non-fixed-font pipe character (|) separates alternatives.

o selector = complex-selector-list

o complex-selector-list = complex-selector ( , complex-selector )*

e complex-selector = compound-selector ( combinator compound-selector )*

e compound-selector = ( type-selector? subclass-selector® )!

e combinator = whitespace | > | + | ~

e fype-selector = tag | *

o subclass-selector = (# 1d) | (. class) | attribute-selector

e attribute-selector = ( [ attr 1) |( [ attr attr-matcher (value | string-token ) attr-modifier? 1)

o attr-matcher=~=| |=| "=|$=|»=| =

e attr-modifier =1 | s

e string-token = "value" | ' value’

e whitespace = ( space | tab | CR | LF | FF )+
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Examples:
#myId Elements with id attribute equal to myId
div.myClass div elements with class attribute containing myClass token
div.myClass p p elements that are descendants of myC1lass-class div elements
A, .B Elements with class token A or B
.myClass > span span elements that are children of myC1ass-class elements

div[myAttr=myVal] div elements with an attribute myAtt r whose value is myval

Whitespace is permitted around (before/after) a selector; around (and as) a combinator; around a comma
operator; and between the parts of an attribute-selector inside the square brackets. Comments (delimited by
/* /) may appear between/around any parts in the grammar. Matches are case-insensitive, except for
attribute-selector values, which match case-sensitively (unless the i attr-modifier is given). Backslash
escapes are not suppored. A tag must be an HTML 5 tag. Setting added in version 25.0.0. See also Keep
Selectors, p. 82.

3.5.48 Ignore HTML Strings

Syntax: one or more pairs of strings

All data between specified begin and end string pairs will be stripped from the HTML before the text is
extracted (i.e. links are unaffected). These are simple strings, not patterns nor REX expressions, and the
case is ignored. This is useful for excluding boilerplate or otherwise unwanted portions of HTML
documents. String pairs should not nest nor overlap in documents; use Ignore Selectors (p. 81) for
nesting/balanced elements. Documents with no begin string will be unaffected. Documents with no end
string after the last begin string will still discard HTML from the last begin string to end of document. Prior
to version 25.0.0 this setting was named Ignore Tags.

3.5.49 Keep Selectors

Syntax: one or more CSS selectors

These CSS selectors define portions of HTML documents to keep (e.g. main articles, sections etc.). All text
outside matching elements will be removed from the searchable text. A matched element includes the open
tag through the matching balanced close tag (if not a void element). Only valid HTML 5 elements may be
matched. Links will be unaffected. A matching tag with no close tag given in the document will generally
match through the closing implied by HTML (e.g. end of parent element). Documents that match no Keep
Selectors will be unaffected.

A limited subset of CSS selector syntax is supported; see Ignore Selectors (p. 81) for details. Setting added
in version 25.0.0.

3.5.50 Keep HTML Strings

Syntax: one or more pairs of strings

All data not between specified begin and end string pairs will be stripped from the HTML before the text is
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extracted (i.e. links are unaffected). These are simple strings, not patterns nor REX expressions, and the
case is ignored. This is useful for extracting prime interest areas of HTML pages without the surrounding
boilerplate. String pairs should not nest nor overlap in documents; use Keep Selectors (p. 82) for
nesting/balanced elements. Documents with no begin string will be unaffected. Documents with no end
string after the last begin string will still keep HTML from the last begin string to end of document. Prior to
version 25.0.0 this setting was named Keep Tags.

3.5.51 Ignore Characters

Syntax: List of characters

List characters here which should be removed from the text and query. These can be punctuation that is
optional. Examples are optional characters in part numbers, phone numbers, etc. Take care to avoid
removing important characters, which you may want to delimit words. E.g. with the setting “—@Q”, the text
“part 123-45@6” would be stored (and searchable as) “part 123456 instead. Space is ignored in
the setting value, and case is ignored when matching characters.

3.5.52 Plugin Split

A group of settings that control whether and how to split anytotx plugin output into multiple sub-URLSs
in the table. Non-text files, such as PDFs, that anyt ot x processes are often very large or composed of
sub-files. The Plugin Split setting allows these files to be split up for finer-grain searching. Split files will
cause more than one URL to be entered in the htm1 table (and thus also in potential search results) for the
original URL. Such subsequent URLs will have an anchor appended to distinguish them from each other;
usually this is the sub-file name, but it may be generic e.g. “#part5” if there are no sub-files. Note:
adjusting any of these settings can affect the ability of Re f re sh-type rewalks to complete successfully
(New walks operate as usual). Note: Data from Field and other walk processing is not currently performed
on Plugin Split URLs.

Depth

The Depth setting controls at what depth to split anyt ot x output. Each time a multi-file archive is
unpacked by anytotx, the depth increases. (Note that the depth does not increase with any subdir(s) that
may be created by each unpacking.) Depth O (the default) means split at the top level (i.e. do not split).
Depth 1 would therefore insert each file of a ZIP file as a separate URL in the table. Files deeper than the
Depth setting are left merged; e.g. another ZIP file contained within a ZIP file would have its files’ text
remain merged at Depth 1.

Bytes

The Bytes setting controls how many bytes each part will be after the file has been split. The default of 0
indicates do not split. This is useful for large monolithic files that have no detectable sub-file or page
structure. If both Pages and Bytes are set, the first limit reached is used for each part.

AtPage

The AtPage setting controls whether to force the Bytes-controlled splitting to occur at a page boundary (a
Ctrl-L). Checking this may make each part arbitrarily larger than the Bytes setting, because a part may
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extend to the next page break. With this setting unchecked, a part may be up to 50% larger than the Bytes
setting, because the page-break check will only go that far over the limit.

Pages

The Pages setting controls how many pages to group in a part. The default of 0 does not split at all. If both
Pages and Bytes are set, the first limit reached is used for each part. For example, setting Pages to 10 and
Bytes to 100000 would break at 10 pages or 100KB, whichever comes first. This is useful to catch
page-bounded documents like PDFs, and simultaneously avoid generating huge text for non-paged
documents.

3.5.53 Language Analysis

If Enable is set to Y, pages walked are processed through the Language Analysis Module (LAM), obtained
and installed separately. This module helps support searching in languages such as Chinese, Japanese and
Korean, where there is often no whitespace to delineate one “word” (logogram, or group of characters) from
another, making searching difficult. The Language Analysis Module inserts spaces between words in the
text of such pages, enabling ordinary non-wildcard searches to match better. At search time, users’ queries
are also passed through the module, so that they can match the processed pages’ text.

Language

A two-letter ISO 639 language code “hint” for the LAM. If all or a majority of the walked data is a single
language, entering that language’s code here will help the LAM process data better. The default is empty
(no hint). Added in Texis version 6.00.1294975881 20110113.

Preserve 7-bit

Whether to preserve the separation of all-7-bit tokens. Sometimes the LAM will separate alphanumeric
tokens that are not language words, e.g. part numbers, causing search problems. Setting this to Y will
attempt to preserve the separation (or lack thereof) of all-7-bit tokens in the walked text.

3.5.54 CJK Mode

Syntax: select Yes or No

CJK Mode modifies the walk and the search for better handling many Chinese, Japanese, and Korean
queries.

At index time, multi-byte UTF-8 characters are indexed as individual words. At search time, multi-byte
UTEF-8 characters in the query are separated by spaces, and quotes surround the sequence to make it a
phrase.

This allows the query to match where spacing may cause it to otherwise not match.

3.5.55 Unknown File Formats

Syntax: select Exclude or Include
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Unknown File Formats controls how files in an unknown format (e.g. binary content not identified as PDF,
Word, text, etc.) are handled. If set to Exclude (the default), such unknown formats’ data will be ignored;
this avoids bloating the walk database and query autocomplete dictionary with garbage binary content.

If set to Include, the data will be included. This might help find words in otherwise-unsearchable binary
files, but is unlikely to succeed: since the file format is unrecognized, all that can be done is a simple
strings-like scan for ASCII words in the file. If the file does not store words in an ASCII format, only
garbage binary content will be returned.

Note that unlabeled plain-text files — i.e. those not identified by MIME type nor by file extension “. txt” —
will generally be identified by a natural language scan (if running Texis 7.01 or later), and properly passed
as-is. This setting only applies to files that fail that test, i.e. are unlikely to be plain text. Added in
Appliance 9 / Webinator 7.

3.5.56 PDF Title Action

Syntax: select option

Controls how titles are handled for PDF files.

e Automatic (default) - Use the internal title if one is set, otherwise generate a title.
e Always Generate - Always generate a title for the PDF, ignoring any title set in the document.

e Never Generate - Always use the internal title from the PDF. If there isn’t one, the title is left
empty.

Binary files like Word documents can have titles set internally. They’re usually unset, and if they are set, it’s
likely to a good title that should be used.

PDF files often differ from this. Many PDF converters set the PDF’s title to the original filename that the
PDF came from. This results in a PDF with a title like expenseReport . doc, which shows up as the link
text in the search result. Users click on what appears to be a Word document, only to arrive at a PDF
document.

Setting PDF Title ActiontoAlways Generate tells the Search Appliance to ignore any internally
set title for PDF files, and always generate one based on the content.

3.5.57 Word Definition

Syntax: one or more regular expressions (REX), each on a separate line

Sets the word matching expression(s). Each line is a regular expression defining what is considered a word
within the textual content of the retrieved documents during the index process. The default expressions
index normal words and some special items such as domain names.

You may supply multiple expressions, one per line, if you can’t define your idea of all possible words in one
expression.
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For example, >>\alpha=\alnum{1l, 20} will index “words” beginning with an alphabetic character
followed by 1 to 20 alphabetic or numeric characters.

If Word Definition is changed, the Language Characters setting (p. 135) should generally be updated to
reflect any new characters added.

Changing the word definition with Update instead of Update and GO will cause the existing search
index on the data to be dropped and rebuilt. The database will not be searchable during the time that the
index is being rebuilt; this may take several minutes or more for large profiles.

See p. 237 for details on REX search syntax.

3.5.58 Text Search Mode

Syntax: select from options or enter custom mode
(Note: In earlier releases this setting was known as Character Match Mode.)

Sets the character-matching mode for text (keyword) searches. This controls aspects like case-sensitivity,
ignoring accents, etc. The selectable values are:

e Loose - Ignore case, ignore diacritics (accents), expand ligatures, ignore width differences. Storage
Charset should be empty or UTF -8, though ISO-8859-1 may sometimes work. With this mode,
not only will a lower-case “e” match an upper-case “E” and vice-versa (ignore case), but “e” will
match “é” (Unicode U+00E9), “oe” will match “ce” (U+0153), and full-width will match half-width

characters (for ASCII and katakana).

@ _ 9

e Strict - Ignore case only. “e” will match “E”, but not “é”. Storage Charset should be empty or
UTF -8, though I1S0-8859-1 may sometimes work.

e Strict IS0-8859-1 - Ignore case only, and assume Storage Charset is TSO-8859-1. For
back-compatibility. Available only for Text Search Mode.

e Exact - Match characters exactly, respecting case, diacritics, width etc. Available only for Attribute
Compare Mode.

e Custom —-> - Use the custom mode entered in the Custom Mode box. This is a comma-separated
list composed from the following tokens; consult Thunderstone tech support for advice:

— 150-8859-1 - Assume text is ISO-8859-1 encoded. Should only be used if Storage Charset
is also ISO-8859-1. If this flag is not set, text is assumed to be UTF-8, though occasional
ISO-8859-1 characters will usually be able to match their UTF-8 equivalents.

@ _ 9

— ignorediacritics - Ignore diacritic marks (accents, umlauts, etc.). E.g. “e” will match
“&” (U+00E9) and vice-versa.

— expandligatures - Expand ligature characters. E.g. “oe” will match “ee” (U+0153) and
vice-versa. Note that with this flag off, certain ligatures may still be expanded if necessary for
case-folding with ignorecase.

— ignorewidth - Ignore half-/full-width differences, e.g. for ASCII and katakana characters.



3.5. ADVANCED WALK SETTINGS 87

— ignorecase - Ignore case differences, e.g. “e” matches “E” and vice-versa; this is the
default. The alternative is respectcase.

— respectcase - Case-sensitive search, e.g. “e” does not match “E”. The alternative is
ignorecase.

— unicodemulti - Use Unicode case-compare tables, with multi-character expansions where
needed (e.g. for ligatures). The alternative is ct ype or unicodemono.

— unicodemono - Use Unicode case-compare tables, but do not expand characters. The
alternative is ctype or unicodemulti.

— ctype - Use the operating system’s ctype . h case-compare tables. Only codepoints U+0001
through U+00FF (i.e. single-byte or ISO-8859-1 range) are supported, though the actual
encoding may be ISO-8859-1 or UTF-8 depending on the i so-8859-1 flag. The alternative is
unicodemulti or unicodemono.

Note: Changing the Text Search Mode setting will cause text search indexes to be rebuilt, which may take
several minutes or more for large profiles.

3.5.59 Attribute Compare Mode

Syntax: select from options or enter custom mode

Sets the character-matching mode for attribute comparison searches, e.g. equals, less-than, order-by, IN.
This controls aspects like case-sensitivity, ignoring accents, etc. See Text Search Mode (p. 86) for details
on what the setting values mean. The default is Exact. Note that searches on Enum fields are unaffected
by this setting, as the Enum type is defined to be case-insensitive.

Note: Changing the Attribute Compare Mode setting will cause Extra Indexes (if any) to be rebuilt. This
may take a few minutes on large profiles, and may prevent walks from proceeding until the indexes finish.

3.5.60 Index Fields

Syntax: list of fields ordered by desired weight

These fields will be searched by the user’s text query. Fields listed higher will be weighted higher in search
results, according to the Position in Text search setting. Additional Fields may be selected, if they are to
be searched by the user’s text query. Note that changing Additional Fields’ names, types or order later may
affect their presence in Index Fields.

Note that changing these fields will cause indexes to be rebuilt, which may take several minutes or more for
large-data profiles. The old setting will be used until the index rebuild is complete.

3.5.61 Compound Index Fields

Syntax: list of field(s) from select boxes, any order
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These fields will be indexed along with Index Fields, but in the compound portion of the main search index.
They are not searched by the text query, but are used to improve accuracy and performance for certain
ancillary queries performed in addition to the main text search, such as when ordering results by date, or
searching by depth. The default values are Visited, Modified, Depth and Pop.

The selected fields may be in any order; they are used only when needed, unlike Index Fields, all of which
are always searched by the user’s text query. Note the following caveats:

Adding a field to Compound Index Fields will not help search performance if there is no main (text)
query also, as the compound part of the index can only be used in conjunction with a text query.

Only a fixed-size amount of data can be stored in each row of each of the Compound Index Fields,
so only fixed-size fields such as dates, integers, numbers, etc. should be chosen. If text data is used,
all values for the field in the database should be small (a few characters) for best performance.

Note that as this is the same overall index as Index Fields, changing any of these fields will cause indexes to
be rebuilt, which may take several minutes or more for large-data profiles. The old setting(s) will be used
until the index rebuild is complete.

3.5.62 Extra Indexes

Syntax: select-box for index type and table, text box to enter index name and fields

Extra Indexes may be created to improve search performance and accuracy in situations where the main
text index (Index Fields) and/or its Compound Index Fields are not sufficient. They are not generally
created unless suggested by Thunderstone tech support for certain queries.

Note that creating an extra index on a large-data profile may take several minutes or more. If the index Type
is not Metamorph nor Metamorph Inverted, creating the index may also impede walks or other
database modifications. Non-Met amorph/Metamorph Inverted indexes should therefore be created
before the profile is walked or populated with data to avoid this issue, if possible. Extra Indexes should
only be created when the profile is not actively walking, to minimize load and potential walk impediments.

3.5.63 Spell-check Dictionaries

Syntax: select-box choice

This setting controls what dictionaries to create for spell checking. The default (Create all)is to create
all needed dictionaries. However, this can consume significant time and memory for some large-data
profiles, so to conserve system resources, only the multi-word-occurrence dictionary may be created
(Create multi-word only). This may reduce spell-check suggestions at search time however. To
further conserve system resources, no dictionaries at all may be created (None). This will disable spell
checking at search time.
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3.5.64 Primer Type

“Primer URLs” are URLSs that are fetched before actually starting a walk. They are not stored in the search
database, but instead are used to “prime” the Search Appliance with any necessary credentials (e.g. login
cookies) for accessing the rest of the site. By default, the Base URL is used, in case any session/ASP
cookies are needed.

The Primer Type setting specifies which (if any) URLs are used to prime the profile:

e None - No primer URL is used. The Base URLs are walked as normal.

e Base URL - the Base URLs are used to prime the walk. This differs from None in that the base
URLs are submitted once and the results discarded, and then submitted again for walking.
This is useful in situations where the Base URL contains login information, and the page returns

“thank you for logging in” with no other content until the page is requested again.

e Custom (default) - The URLs listed in Custom Primer URLs (if any) are used, as described below.

For directly-supported authentication schemes — HTTP Basic, NTLM, Negotiate, CAS, SAML/ADFS, or
file authentication — the Login Info setting should be used instead.

For file shares (file:// URLs), mounts are automatically checked (and re-mounted if necessary) as a
primer action. Please see the Network Shares section (3.3) for details on walking file servers.

3.5.65 Primer URLSs

Syntax: URL, optional variables, optional bad-login query, optional URL query

When the Primer Type setting is set to Custom, the Primer URLs setting values take effect. There are
two ways to use a custom primer URL - submitting the form directly, and filling out the form.

Submitting the Form Directly: Custom Primer URL

If a form-based login must be filled out before accessing a site, the Custom Primer URL can be set to the
<FORM ACTION> URL of the login (fully-qualified), with any form variables (e.g. user/pass) filled out in
the query string. If the <FORM METHOD> must be POST instead of GET, the URL protocol may be
changed to the pseudo-protocol “http-post”. E.g.:

http-post://login.acme.com/checkLogin.asp?User=Admin&Pass=open-sesame

would be submitted using the POST method, with the given query-string variables sent as the content. Note
that the query-string variables and values should be URL-encoded.
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Filling Out the Form: Custom Primer Variables

Sometimes submitting the form directly is not sufficient. Forms on web pages can contain dynamic hidden
variables, such as a viewstate for session tracking. This means the form must be opened, filled out, and
submitted, instead of simply submitting a pre-defined action URL.

This is achievable with the Custom Primer Variables setting. Instead of setting Custom Primer URL to
the action of the login form, you set it to the URL of the page that contains the form. Custom Primer
Variables is a URL-encoded list of name/value pairs to set on the Custom Primer URL page.

When Custom Primer Variables is set, the Custom Primer URL is fetched, and then the variables
specified in Custom Primer Variables are used on the form, and then that form is submitted.

For example, let’s say there’s a pleaseLogin. asp page that submits to checkLogin.asp, and the
form contains a dynamic state that has to be included or checkLogin.asp will reject the login. If you set
Custom Primer URL to

http://login.acme.com/pleaselLogin.asp
and set Custom Primer Variables to
User=Admin&Pass=open%26close

The pleaselLogin.asp page will be fetched, the form field User will be set to Admin and Pass will
be set to open&close (note the URL-encoding), and then the form on the pleaseLogin.asp page
will be submitted, going to checkLogin.asp.

This means that if the form on pleaselLogin. asp contains
<input type="hidden" name="sessionstate" value="abcl23xyz"/>

then that hidden variable will be submitted along with the rest of the form.

Note: After version 8.0.4 (2012-07-13) the Search Appliance will set the HTTP(S) Referer header for
each primer URL to the URL of the previously used primer. So authentication systems that require
Referers will work. If the first primer URL also requires a Referer add a primer URL before that so it
picks up that as the Referer. This does not affect the use of Referer in the main walk.

Checking for Bad Logins: Bad Login MM Query

Sometimes, the primer URL login may fail, e.g. bad login. However, since the only error indication may be
a “Login failure”-type message and not a true HTTP error code, the Search Appliance may not be able to
detect this and might continue walking useless (permission-denied or ‘“Please log in first”) pages.

To help detect such a primer URL failure, a Bad Login MM Query may be entered. If non-empty, this is a
Metamorph query to run against the HTML returned from the associated primer URL. If it matches, the
primer URL is considered a failure, and the walk is stopped for that particular site (other Base URLs will
continue).
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Multiple Primers: Base URL MM Query

If multiple custom primer URLs are being used, you can control which ones are used for which Base URLs
via Base URL MM Query.

By default, primer URLSs are only used on Base URLSs that have a matching protocol and hostname. If Base
URL MM Query is non-empty, then this Metamorph query will be run against the Base URL being
walked. The associated primer URL will only be fetched if it matches.

Following additional links with the !FOLLOW_LINK token

The primer system automatically follows the HTTP redirects 301 Moved Permanently and

302 Found. Sometimes login systems produce additional links that must be followed to get the login
cookie, but aren’t true HTTP redirects. Examples could be JavaScript that sets document . location or
a page that simply says “click here to continue”.

The special Custom Primer URL token ! FOLLOW_LINK can be used instead of a URL to follow the first
link generated by the previous primer’s fetch. This can be added multiple times to follow multiple links.

3.5.66 Unprimer URLSs

Syntax: URL, optional variables, optional bad-login query, optional URL query

“Unprimer URLSs” are URLs that are fetched before finishing a walk on a site. They mirror the Primer
URL (p. 89) settings and can be used for sites that require a logout, or otherwise should be notified the walk
has finished.

Submitting the Form Directly: Custom Unprimer URL

If a form-based logout should be filled out before leaving a site, the Custom Unprimer URL can be set to
the <FORM ACTION> URL of the login (fully-qualified), with any form variables (e.g. user/pass) filled out
in the query string. If the <FORM METHOD> must be POST instead of GET, the URL protocol may be
changed to the pseudo-protocol “http-post”™. E.g.:

http-post://login.acme.com/Logout .asp?User=Admin

would be submitted using the POST method, with the given query-string variables sent as the content. Note
that the query-string variables and values should be URL-encoded.

Filling Out the Form: Custom Unprimer Variables

Sometimes submitting the form directly is not sufficient. Forms on web pages can contain dynamic hidden
variables, such as a viewstate for session tracking. This means the form must be opened, filled out, and
submitted, instead of simply submitting a pre-defined action URL.



92 CHAPTER 3. OPERATION

This is achievable with the Custom Unprimer Variables setting. Instead of setting Custom Unprimer
URL to the action of the form, you set it to the URL of the page that contains the form. Custom Unprimer
Variables is a URL-encoded list of name/value pairs to set on the Custom Unprimer URL page.

When Custom Unprimer Variables is set, the Custom Unprimer URL is fetched, and then the variables
specified in Custom Unprimer Variables are used on the form, and then that form is submitted.

the Search Appliance will set the HTTP(S) Re ferer header for each unprimer URL to the URL of the
previously URL so systems that require Re ferers will work. If the first unprimer URL also requires a
Referer add an unprimer URL before that so it picks up that as the Re ferer. This does not affect the
use of Referer in the main walk.

Checking for Bad Logins: Bad Login MM Query

Sometimes, the unprimer URL login may fail, e.g. bad login. However, since the only error indication may
be a “Login failure”-type message and not a true HTTP error code, the Search Appliance may not be able to
detect this and might continue walking useless (permission-denied or “Please log in first”) pages.

To help detect such a unprimer URL failure, a Bad Login MM Query may be entered. If non-empty, this is
a Metamorph query to run against the HTML returned from the associated unprimer URL. If it matches, the
unprimer URL is considered a failure, and the walk is stopped for that particular site (other Base URLs will
continue).

Multiple Unprimers: Base URL MM Query
If multiple custom unprimer URLSs are being used, you can control which ones are used for which Base
URLSs via Base URL MM Query.

By default, unprimer URLSs are only used on Base URLSs that have a matching protocol and hostname. If
Base URL MM Query is non-empty, then this Metamorph query will be run against the Base URL being
walked. The associated unprimer URL will only be fetched if it matches.

Following additional links with the !FOLLOW_LINK token

The primer system automatically follows the HTTP redirects 301 Moved Permanently and

302 Found. Sometimes login systems produce additional links that must be followed to get the login
cookie, but aren’t true HTTP redirects. Examples could be JavaScript that sets document . location or
a page that simply says “click here to continue”.

The special Custom Unprimer URL token ! FOLLOW_LINK can be used instead of a URL to follow the first
link generated by the previous primer’s fetch. This can be added multiple times to follow multiple links.

3.5.67 Login Info

Syntax: name and password
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Specify a username and password for sites that require a login to view certain pages. These are used with
HTTP Basic, file, Windows NTLM, Negotiate, CAS, SAML/ADEFS, and FTP authentication. Other
authentication schemes are not supported currently, though many web-based schemes — e.g. a login form —
may be accessible with a custom Primer URL (p. 89). Without proper login, protected pages will either
result in a error and be skipped, or a “Please login”-type message will show on the walked page.

If this is a Windows domain account, enter both the domain and user name in the Username field, separated
by a backslash (\),i.e. MY_DOMAIN\myuser.

Some auth systems may require the syntax myuser@mydomain. com.

Note: If a profile index of protected content has not configured Results Authorization, then the search
interface displays hit context and has an option to view the entire text of the page. This allows search users
to view “protected” pages without entering a password.

If you’re indexing protected content and want to restrict the search interface appropriately, please see
(p. 152) for details.

3.5.68 Proxy Auto-Config URL

Syntax: the full URL to a proxy auto-config (PAC) script

This specifies the URL to a PAC script. The script is fetched once at the start of a walk, and then run for
each URL walked, to determine the proxy (or direct fetch) to use for that URL. This setting overrides Proxy.

A proxy auto-config script can be used to dynamically configure the proxy to use on a URL-by-URL basis,
instead of using one proxy for all URLs. The script can also return multiple proxies to use; e.g. a primary,

and fallback(s) to use if the primary is unreachable. See the website f indproxyforurl.comfor more
information on PAC scripts.

In Windows Control Panel, the Internet Options — Connectionstab — LAN settings —
Use automatic configuration script address value is equivalent to the Search Appliance’s
Proxy Auto-Config URL setting.

3.5.69 Proxy

Syntax: the full URL to a web proxy server

This specifies the URL (not just hostname) of a proxy web server through which to pass page fetch requests.
Only host and (optional) port are used from the given URL. If empty, no proxy is used: pages are fetched
directly.

Note that Proxy Auto-Config URL overrides this.

In Windows Control Panel, the Internet Options — Connectionstab — LAN settings —
Use a proxy server for your LAN host/port value is equivalent to the Search Appliance’s
Proxy setting.
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3.5.70 Proxy Login Info

Sets the user name and password to authenticate to proxy servers, using the Proxy—-Authenticate
header and Basic Authentication. Used if the Proxy URL is filled in. Added in version 4.01.1031600000
Sep 9 2002.

3.5.71 Client Certificate

Chooses which client certificate (if any) to use when authenticating with HTTPS servers. These are
normally not needed unless the remote server requires a client certificate for authorization.

Certificates are managed in the Client Certificates section (3.3).

3.5.72 Cookie Source Path

File path to a Netscape or Microsoft Internet Explorer format cookie file to read at start up. This allows
persistent cookies saved by a browser to be read by the Search Appliance, so it can inherit the browser’s
state. This is not recommended with the Search Appliance as it would require exporting a filesystem with
your cookie file and mounting it to the Search Appliance. Then every walk would be dependent on that
machine being online and the cookie file being present.

3.5.73 Cookie Jar

Netscape or Microsoft Internet Explorer format cookie data to load at start up. An inline alternative to
Cookie Source Path. This allows persistent cookies saved by a browser to be read by the Search
Appliance, so it can inherit the browser’s state. To easily walk a site that requires a custom login (i.e. not
HTTP Basic authentication), and that uses persistent cookies, just login normally using a browser. Then,
copy that browser’s cookie data into the Cookie Jar setting. Then, the Search Appliance will
automatically inherit the browser’s permissions. Added after version 8.0.4 2012-07-13.

The Netscape format is one cookie per line, with the tab-separated values: Domain IsOkAllDomain
Path IsSecure IsHttpOnly Expires Name Value. E.g. the line:

.example.com TRUE / FALSE FALSE 0 MyCookie MyValue

would represent a session cookie named MyCookie with value MyValue sent for any path for any site in
the domain .example.com.

3.5.74 Strict Cookie Paths

If set to Y, the Path attribute (if present) of any received cookie must be a prefix of the URL setting it, or
the cookie will be discarded, as per RFC 2965 3.3.2. This helps prevent one application from altering the
cookie(s) of another application on the same server; such isolation may be desired if the applications should
be protected from each other. However, typically such cross-path altering is acceptable — e.g. some login
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systems depend on it — so this setting defaults to N, which also aligns with typical browser behavior. Only
available with products using Texis version 6.00.1342215000 201210713 and later; earlier versions
effectively behave as if this setting were always Y.

3.5.75 Off-Site Pages

Syntax: select Yes or No button

Allow retrieval of individual off-site pages. By default the Search Appliance will not retrieve pages that are
not on the same host as the base URL(s). Using this option, pages not on the same machine will be
retrieved, but none of the pages that they reference will be walked.

All other discarding rules don’t involve the site except for Stay Under still apply (Extensions, Exclude
Prefix, Required Rex, etc).

3.5.76 Off-Site Components

Syntax: select Yes or No button

This option also allows off-site resources embedded within on-site pages to be fetched for processing. This
includes JavaScript sources, embedded frames, and redirects.

3.5.77 Stay Under

Syntax: select Yes or No button

When this flag is Yes, walks will stay under the directory specified in the base URL(s). When this is No, if a
hyperlink to another location on the same site is encountered, the will follow the link. In neither case will
the walk go to other sites unless they are in the list of walk URLs or allowed domains or networks.

3.5.78 Prevent Duplicates

Syntax: select Yes or No button

This option enables extra checking for duplicate documents. Documents with the same content are only be
stored once, even if their URLs are different. This is accomplished by hashing the textual content of the
page and not storing any page with a hash code that is already in the database.

3.5.79 Respect Canonical URLSs

Syntax: select Yes or No button

This option enables respecting when pages indicate that there’s a canonical version of themselves, expressed
with <link rel="canonical">.
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If Y (the default), then if a page has a <1ink rel="canonical"> thatis different from the fetched
URL, the original page will NOT be indexed and the canonical URL will instead be added to the index.

Note that if the canonical URL is not be allowed due to walking rules (matches exclusions, off-site, etc),
then the canonical behavior does not apply and the original, non-canonical URL will be indexed.

If Placeholder=Yis set, a placeholder of the non-canonical URL is saved. This helps efficiency with
walks that have cross-site links.

3.5.80 Duplicate Check Fields

Syntax: checkboxes to choose fields

These are the fields which will be checked for duplicate prevention (if Prevent Duplicatesis
enabled). The concatenation of these fields is hashed for each incoming document, and if the hash is the
same as an existing document, the incoming document will be discarded as a duplicate.

By default, all fields are included, so any differences in the content of two documents will cause them to not
be seen as duplicates.

Note: Changing Duplicate Check Fields after a walk has completed (i.e. before a later Refresh
type walk) may cause new documents to not be removed as duplicates as expected, since the pre-existing
documents’ hashes are now for a different set of fields. This will not cause errors or corruption; it just might
leave some newly-duplicate documents in the database.

3.5.81 Store Refs

Syntax: select Yes or No button

Controls whether URLSs referenced by retrieved pages are added to the refs table. This can save some time
during the walk, as well as, disk space if it’s turned off. But turning it off prevents the “Show Parents”
option in the search from working. It also reduces the detail available from walk error reports.

3.5.82 Inline Iframes

Syntax: select Yes or No button

This indicates whether to treat iframes as a part of the page they are on or as separate stand alone pages.
Selecting Yes will make them part of the page. Selecting no will make them separate.

3.5.83 Max Components

Syntax: a whole number from O up

This indicates the maximum number of page components (frames, iframes, and JavaScript src) to fetch
while processing a page. Pages with more components than this are discarded. If this is set to O, the frames
of framed documents are treated as independent, stand-alone pages.
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3.5.84 Execute JavaScript

Syntax: select Yes or No button

Execute JavaScript that is contained on fetched pages and that might alter or generate the page content and
URLs.

Note that the JavaScript engine in the Search Appliance has limited functionality. Additionally, while a
browser need only maintain the current JavaScript/DOM state of a page, a crawler ideally needs to know all
possible states — often triggered by events from a user that does not exist — in order to find all dynamic links
on a page; this may not be feasible. Thus, even with JavaScript enabled, many JavaScript-derived links
and/or content may still not be found.

3.5.85 Fetch JavaScript

Syntax: select Yes or No button

Fetch JavaScript that resides at a separate URL instead of being inline on the page (e.g. <SCRIPT SRC>
tags).

3.5.86 JavaScript String Links

Syntax: select appropriate checkboxes

Sets which additional sources of potential JavaScript links to check. Some JavaScript links may not be
found when scripts on a walked page are executed, so the internal list of all JavaScript string objects is
scanned for potential URLs according to the checked boxes. Menu will look for common JavaScript menu
navigation system links; Prot ocol will look for strings that look like valid fully-qualified Web links;
File will look for probable file strings.

Note that any of these sources may potentially find incorrect links, especially the File type. Checking
File is generally used only as a last-ditch effort to find some JavaScript links.

3.5.87 Debug JavaScript

Syntax: select Yes or No button

Print additional debugging messages for JavaScript errors.

3.5.88 JavaScript Memory

Syntax: numeric memory size e.g. 20MB

Alters the max amount of memory allowed for running JavaScript. The default (if the setting is empty) is
20MB. Increasing the limit may help if error messages such as “JavaScript exceeded scriptmem
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1limit” are encountered. Note that the Maximum Process Size limit setting may also need to be increased
if this is increased.

3.5.89 JavaScript Timeout

Syntax: integer

Max time, in seconds, to allow for running JavaScript. The default (if the setting is empty) is 5 seconds.
Large or complex JavaScript pages may require more time, e.g. if “JavaScript exceeded
scripttimeout” messages are received.

3.5.90 AJAX Crawlable URLs

Syntax: select Yes or No button

When enabled (the default), support the Google AJAX crawling scheme. This allows AJAX URLs (which
are usually not walkable) to be walked, if the site being walked also supports the scheme.

AJAX URLs which contain anchors/fragments (# someFragment) are not normally walkable because
anchors are never sent in HTTP requests, and the client-side JavaScript support in the Search Appliance
does not include AJAX so the anchor is not processed by the walker either. Thus AJAX anchor links look
like duplicates and are never fetched, or if fetched, do not return the anchor-specified content.

With the Google AJAX crawling scheme, walkers temporarily rewrite certain links with conforming
anchors — those that begin with an exclamation point — by placing the anchor into the query string. Since
query strings are sent in HTTP requests, the server sees the anchor, and can return the appropriate content.
Moreover, the returned content can be static so that the walker can index it.

Specifically, URLs of the form:

http://example.com/path#! fragment
http://example.com/path?query=present# ! fragment

will be requested from the server as (respectively):

http://example.com/path?_escaped_fragment_=fragment
http://example.com/path?query=presenté&_escaped_fragment_=fragment

This temporary rewrite is only used for the walker fetch: search results still return the original AJAX-anchor
version of the link, so that browsers can still take advantage of the AJAX features of the site.

Note that this scheme requires web site support: the site must respond to any URL with the
_escaped_fragment_ query parameter with the appropriate, full, static HTML content that
corresponds to the AJAX anchor state of the same value.

3.5.91 Walk Trace Settings

Syntax: text
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Debug/trace settings and values for walks, as a comma-separated list of “param=value” tuples. These are
generally only set at the request of Thunderstone tech support, as they can cause copious tracing messages
to appear as walk “errors”, some of which may reveal authentication or other sensitive information.
Supported settings and values are subject to possible change in future releases. See also Search Trace
Settings, p. 134, which has the same syntax.

3.5.92 Audit Log

Syntax: Y or N

If enabled, all setting changes for this profile are written to the /log/texis/audit . log file. This
includes where the event came from, which account did it, which profile, and what changed.

Note: While known sensitive fields (e.g. Login Info) have values redacted, other sensitive data may
nonetheless be logged (e.g. URLSs). See also the system-wide setting (section Audit Logging 3.7.13,
p. 144).

3.5.93 Performance Logging

Syntax: Y or N

If enabled, a detailed log will be made for each walking process that catalogs the time taken in various steps
of walking.

When viewing the details of a walk task (by clicking on its PID in Walk Status), you will see a link to
View Performance Data. Clicking that link will display a graph of how long the process spent on
each step of the walking process.

You can also view a profile’s performance logs by clicking Archived Logs from the Walk Status page.

3.5.94 Batch Locks

Syntax: Y or N

If enabled, the Search Appliance will use a more efficient method of locking tables during the indexing
process.

There should be no reason not to do this during normal operation, and should only be disabled at the request
of Thunderstone Support when troubleshooting other problems.

3.5.95 URL Protocols

Select which URL protocols to allow to be fetched. If a protocol is not enabled, but the Base URL uses it, it
will be automatically enabled for the walk. The URL protocols supported are http, https, ftp,
gopherand file.
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3.5.96 HTTP Version

What HTTP version to use for requests. HTTP /1. 1 enables compression (gzip, chunked, compress,
deflate Content-Encoding)and is the default for products using Texis version 6 and later.
HTTP /1.0 was the default for previous versions. HTTP /0. 9 is of limited/no use.

3.5.97 SSL Client Protocols

Which SSL protocols to allow for client HTTPS/SSL connections when walking or performing results
authorization, i.e. for connections from the Search Appliance to remote https:// URLs. The default is to
leave SSLv2 and SSLv3 disabled, as these are known to be vulnerable to attacks. Enabling SSLv 3, if
necessary, may also require a cipher change; see note under SSL Client Ciphers (p. 100).

Sometimes a walker’s connection fails at (or soon after) the SSL negotiation, possibly with the error
message “Missing HTTP response line in reply from..”. This may be due to settings on
the remote server that disallow certain SSL protocols — yet those protocols were enabled under SSL Client
Protocols (e.g. for legacy reasons). In such cases, disabling various SSL protocols may enable the
connection to succeed.

Note that support for some (e.g. vulnerable) protocols may end in some the Search Appliance versions,
depending on the concurrent OpenSSL libs’ support: e.g. SSLv2 is no longer supported in OpenSSL 1.1.0
and later.

Note: To change the server-side SSL protocols accepted by the Search Appliance — e.g. for admin, search,
Dataload etc. — see HTTPS/SSL Protocols under System Wide Settings.

3.5.98 SSL Client Ciphers

Which SSL ciphers to allow for client HTTPS/SSL connections when walking, or when performing Results
Authorization during searches; i.e. for connections from the Search Appliance to remote https:// URLs.
The default (if empty) is the OpenSSL default list for the current OpenSSL client (Texis) library. Some SSL
ciphers may be known to be vulnerable, and administrators may wish to disable them via this setting.

The syntax is similar to the Apache HTTP server SSL.CipherSuite setting: an optional SSL (default) or
TLSv1. 3 token indicating a cipher protocol group, followed (after spaces) by a colon-separated list of
ciphers (OpenSSL format). Each line gives ciphers for a different protocol group, like a separate
SSLCipherSuite Apache setting. The default (if unset/empty) is to use the OpenSSL defaults. A given
cipher protocol group should not be specified more than once: combine all ciphers for a group into one line.
Each distinct cipher protocol group’s list is independent, and only applies to the indicated protocol(s) in the

group.

Modifying — specifically, shortening — the cipher list is also a way to connect to long-handshake-intolerant
HTTPS servers. These servers cannot handle an SSL C1ientHello message longer than 255 bytes, and
time out when receiving one (e.g. with Timeout completing SSL handshake ... errors). The
default OpenSSL cipher list may cause the C1ientHello message to exceed 255 bytes, triggering this
intolerance in such servers. By setting a shorter cipher list, the C1ientHel1lo message can be shortened
and the connection established. Disabling SNI via SSL Use SNI (p. 101) is another way to shorten the
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ClientHello message.

Note that support for some (e.g. vulnerable) ciphers may end in some the Search Appliance versions,
depending on the concurrent OpenSSL libs’ support: e.g. 40- and 56-bit ciphers are no longer supported in
OpenSSL 1.1.0 and later. Also, the list of ciphers classified as LOW, EXPORT etc. may change.

Due to increasing deprecation of weaker protocols and ciphers in OpenSSL for security, using SSLv3,
TLSv1 and/or TLSv1.1 protocols when the Texis version is 8 or later may require — in addition to enabling
SSLv3 via SSL Client Protocols (p. 100) — reducing the security level in OpenSSL. This is accomplished
by adding DEFAULT : @SECLEVEL=0 to the default (SSL) cipher list. Doing so is not recommended, nor
is using such weaker protocols.

Note: To change the server-side SSL ciphers accepted by the Search Appliance — e.g. for admin, search,
Dataload etc. — see HTTPS/SSL Ciphers under System Wide Settings.

3.5.99 SSL Use SNI

Whether to use SNI (Server Name Indication) when walking with SSL/HTTPS. SNI enables a single-IP
HTTPS server to serve the correct certificate when serving multiple hosts, and is thus required by many
multi-homed name-based virtual host HT'TPS servers. Disabling SNI may be useful in some circumstances
to connect to long-handshake-intolerant HTTPS servers that otherwise timeout, by reducing the size of the
SSL ClientHello message. Default is Y. Shortening the cipher list via SSL Client Ciphers (p. 100) is
another way to work around long-handshake-intolerant servers.

3.5.100 SSL Allow Unsafe Renegotiation

Whether to allow unsafe legacy renegotiation during SSL connections. Secure renegotiation (RFC 5746) is
always attempted when possible, as it avoids some security vulnerabilities (CVE-2009-3555). If secure
renegotiation is not possible (i.e. remote server does not support it), unsafe renegotiation is used only if this
setting is Yes, or Yes and warn (the default); No will result in refusal to connect unsafely and the error
Cannot complete SSL handshake with www.example.com:443:
error:0A000152:5SL routines::unsafe legacy renegotiation disabled.
Additionally, if Yes and warn is set and secure renegotiation is not possible, connections will proceed
but with the once-per-host warning Enabling SSL unsafe legacy renegotiation for
N.N.N.N (www.example.com): Host does not support secure renegotiation.

Note that support for legacy renegotiation is dependent on OpenSSL support for it, which means
Thunderstone support may be removed in a future release if OpenSSL discontinues support. If possible,
walked servers that do not support secure (RFC 5746) renegotiation should be upgraded to support it.

This setting was added with Texis version 8.01.1673379113 20230110. Texis versions from
8.00.1633988159 20211011 up to just before that version behaved as if this setting was No.
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3.5.101 IP Protocols

Selects which IP protocols to use for walking or other active (the Search Appliance-initiated) fetches, e.g.
Results Authorization, meta search.

3.5.102 Network Share Access Method

Specifies the method to use to directly access network shares (file:// URLs), i.e. for walking and
Results Authorization:

e Current: Use the current method, which is to use the latest helper executable, supporting SMB 1, 2,
and 3. Login Info (p. 92) is used for credentials. The Network Share Protocols settings (p. 102) are
in effect. No mounts (i.e. via Network Shares, p. 47) are needed nor used. HTML documents with
components (e.g. frames) are not fully supported with this method: the component fetches will return
errors. However the components will generally still be walked as separate URLs, if they reside on the
same network share/tree as their parent.

e Legacy: Use the legacy method, which is to use OS-mounted shares (via Network Shares, p. 47)
for walking, and the older helper executable for Results Authorization. Both only support SMB 1.
Neither Login Info (p. 92) nor Network Share Protocols are used. For non-SMB/CIFS filesystems
(e.g. NFS), Legacy must be used.

If Proxy (p. 93) is set, this setting has no effect, as the proxy is used instead. If the platform the Search
Appliance is running on does not support the Current method, this setting has no effect (and will not be
shown), as the Legacy method is used.

When this setting is not in effect or not shown, Network Share Protocols (p. 102) is also not in effect or
not shown.

3.5.103 Network Share Protocols

Specifies the minimum and maximum SMB protocols to use when accessing network shares (file://
URLSs), i.e. for walking and Results Authorization (p. 152). SMB Min is the minimum SMB protocol
(default SMB 2); SMB Max is the maximum SMB protocol (default SMB 3).

Note that this setting only applies if Network Share Access Method is Current and in effect; it also may
not appear at all if Current is not supported. See the Network Share Access Method setting (p. 102) for
details.

3.5.104 File URL Get Owner Headers

Whether to return the owner/group names, and SIDs (if URL is a Windows share), of £ile:// URLs.
These will be returned in the headers File—-Owner—-Name/File—-Group—Name (all platforms’ URLSs),
and File-Owner—SID/File-Group-SID (Windows shares only). Obtaining this information costs
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extra network traffic and time; e.g. looking up names can block if the domain controller or NIS server is
unresponsive. Thus this setting is off (N) by default, and the headers are only returned if the setting is Y.

Note that for Unix walks of Unix URLSs, the File-Owner—-UID/File—-Group—GID headers (with owner
UID and group GID) are always returned, regardless of this setting. This is because obtaining UID and GID
does not require extra traffic nor time.

This setting was added in version 8.01.1669140384 20221122.

3.5.105 Authentication Schemes

Select which authentication schemes to allow for password-protected URLs. The settable schemes are
Basic,NTLMv1l, NTLMv2, Negotiate, CAS (Central Authentication Service), SAML/ADF'S (Security
Assertion Markup Language / Active Directory Federation Services), or File (for file:// URLs).
NTLMVv2 requires Texis version 5.01.1213917000 20080619 or later. Note that the scheme(s) actually
accepted for a given URL are determined by the server; if none of the server-offered schemes are enabled
by this setting, then the protected URL cannot be walked. This setting can be used to disable less-secure or
undesired schemes, such as Basic or NTLMv1 authentication. FTP authentication is always allowed. Note
that Negot iate authentication is only offered and supported when the Search Appliance is running on
Linux 2.6 or later. Note also that SAML/ADEFS support is limited and may not work in some environments;
contact tech support in this case.

3.5.106 Embedded Security

Select the security for embedded objects on a page (e.g. frames, scripts). Any fetches any required object.
Non-decreasing will fetch a required object if its security (https:// vs. non-https:// in the
URL) is not less than the main page, i.e. an https:// object on an http:// page will be fetched, but
not vice-versa. Non-increasingis the opposite. Same protocol requires that the protocol of the
object be the same as the main page.

3.5.107 Body Storage Method
Selects the method to store the Body field. Choices:
e Auto: Automatically select best method. Typically B1ob, but may change in future versions if

methods/conditions change.

e Table: Store Body in the table. This was historically the method used before this setting was
introduced.

e Blob: Store Body in a blob. This reduces the table file size, and in some situations (e.g. when
Abstract Style is Description)can potentially speed up searches when large numbers of results
per page are returned.

The default is Auto. This setting generally only needs to be changed on the advice of Thunderstone tech
support.
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3.5.108 Multiple Fetches

Syntax: select Y or N

Multiple Fetches allows a page to be fetched multiple times, and can potentially slow down a walk.
It should only be used in specific situations in conjunction with Off-Site Pages.

For example, Consider the situation of walking two sites, a . comand b. com with Off-Site Pages
enabled. A link from a page on a.comtob.com/page.htmis considered off-site, so it will be walked
but its links won’t. Then, when b . com starts its walk, b . com/page . htm won’t be processed because it
has already been done, causing b . com/page . htm’s links to not be included.

Multiple Fetches allows the 2nd encounter of b.com/page . htmto be processed again, which will
allow its links to be properly processed.

3.5.109 Follow Cross-Site Links

Syntax: select Y or N

When walking multiple hosts, setting Follow Cross-Site Links to Y will allow links from one host
to another to be respected, as opposed to only starting from each host’s Base URLs.

If you have a lot of Base URLs that have lots of duplicate links to each other that would’ve been found
on-site anyway, setting Follow Cross-Site Links to N can improve walk performance.

3.5.110 Max Redirects

Syntax: a whole number from O up or -1

This indicates the maximum number of redirects that are followed when attempting to retrieve a page. If set
to -1 then redirects will not be followed when attempting to retrieve the page, but will be treated as a link.

3.5.111 Empty Form Redirects

Syntax: select Y or N

Some walked pages implement a redirect by having a HTML form that points to the target, and uses
JavaScript to submit the form.

If Empty Form Redirectsissetto Y and a page doesn’t have any content, the Search Appliance will
treat any HTML < form> targets on the page as a redirect.

3.5.112 Execute Walked Dataload

Syntax: select Y or N
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The Dataload system (section 4.21, p. 189) allows administrators to load arbitrary content into the Search
Appliance by POSTing XML files.

If Execute Walked Dataloadis setto Y, then valid dataload XML files that are encountered during
the walk will be fully processed as if they were uploaded to the appliance.

Dataload and replication are supported in the full Texis product, but not Webinator-only.

3.5.113 Index Name

Syntax: one or more filenames separated by space

Set the filename assumed for directory URLs. The default is “index.html” and “index.htm”. This
filename will be removed from stored URLSs to prevent redundant fetches of the page. So the URLs
“http://www.example.com/fun/”and “http://www.example.com/fun/index.html
will be considered the same and only be fetched once (as http://www.example.com/fun/).

’

Note that Index Name filenames are not stripped from canonical URLSs within pages (as specified via
<link rel="canonical"/>

3.5.114 DNS Mode

Syntax: choose from drop down list

This controls how the Search Appliance looks up IP addresses for hostnames. “Internal” uses Texis’s
own internal parallelizing name lookup routines. “System” uses the standard system routines. You should
use “Internal” unless it causes compatibility problems.

3.5.115 User Agent

Syntax: full user-agent string

Set the User—Agent (browser type) to report to web servers. Normally the Search Appliance reports itself
as “Mozilla/4.0 (compatible; T-H-U-N-D-E-R-S-T-O-N-E)”.Modify this setting to report
as a different user agent. If you want to emulate a particular browser, you can access your site with that
browser, then check the site’s transfer log to see what user agent string was logged (typically the last
double-quoted entry on the line).

3.5.116 Robots.txt Agents

Syntax: one or more user-agent strings, one per line

This is a list of user agents to respect when checking robots.txt on asite. The robots.txt group
with the User-agent string that is a case-insensitive substring of the earliest agent listed in Robots.txt
Agents will be used; i.e. the Robots.txt Agents should be listed highest-priority first. If multiple
robots.txt groups match the same agent, the group with the longest substring-matching User-agent



106 CHAPTER 3. OPERATION

IRl
*

is used. If no agents match, and a group for agent
is “thunderstonesa’.

is present, it is used. The default value for this setting

For example, changing this setting to MyBot and Googlebot and given this robots. txt file:

User—agent: Google
Disallow: /some/google/dir

User—agent: MyBot
Disallow: /some/other/dir

then the Search Appliance will not walk /some/other/dir, but will still walk / some/google/dir:
while both agents substring-match, and Google is a longer substring, MyBot is listed first in Robots.txt
Agents and is thus higher priority.

Given this robots . txt with the same setting:

User—agent: Google
Disallow: /some/google/dir

User—agent: Googlebot
Disallow: /some/bot/dir

then the Search Appliance would not walk /some /bot /dir, because while both agents substring-match
Googlebot, Googlebot is the longer match.

3.5.117 Mime Types

Syntax: one or more acceptable MIME types, each on a separate line

These are the Multipurpose Internet Mail Extensions (MIME) types that the Search Appliance informs the
web server are acceptable. MIME types have the syntax type/subtype. Either t ype or subtype may
be * to mean “any”. By default all MIME types are allowed (* / x).

3.5.118 Custom Headers

Syntax: one or more Name/Value pairs

These are extra headers to send to the webserver when fetching pages. Sometimes a server application will
not work right when optional HTTP headers are not present. This allows setting them as needed in such
situations.

Header names should not have any spaces or the trailing colon (:).
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3.5.119 Respect Expires Header

Syntax: choose from drop down list

For Re fresh-type walks, this controls how the Expires header is used. Set to No the Expires header
will be ignored. Set to Limited the Expires header will be used, but limited by the Minimum Refresh
Time and Maximum Refresh Time. Set to Yes the Expires header will be treated as definitive.

Invalid and out of range headers will be ignored, with the exception of “0”.

3.5.120 Cache Content

Syntax: choose from drop down list

Cache Content allows the Appliance to store a copy of the content as it walks. In the search interface, a
View Cached link will appear by results, which allows users to download the contents directly from the
Appliance rather than using to the original location.

Matches in the content will be highlighted in cached pages that are HTML documents. The highlighting
uses the Context Highlighting setting on the search settings page to style the highlights.

In addition caching content can be useful in situations where the original location is unavailable, either
because a server is down or the user does not have access to the file server from a remote location.

The choices for Cache Content are:

e None (default) - No extra storage of the original content occurs, the Appliance only maintains the
plain text representation of the results for searching (as it always has).

e Results Only - While walking, the Appliance maintains a copy of the original content. Selecting
View Cached from a search result will present that cached copy. Links and references from web
pages are left unmodified, pointing back to the original site.

e Site Mirror - While walking, the Appliance maintains a copy of the original content, and also
collects and stores auxiliary content used by web pages (images, CSS stylesheets, etc) that isn’t
normally necessary for the Appliance walks.

When search users select View Cached, links and references on cached web pages are rewritten to
point back to the Appliance, utilizing the cached versions of these resources. This allows a full
cached view of a site to operate when the original site becomes unavailable, instead of presenting a
cached web page with lots of broken images and links.

Note that some complex, dynamic web sites might not be able to be fully mirrored.

Note: Cache Content is a completely separate feature from the similarly named Results Caching.

e Results Caching saves an entire page of results after a search is performed, so additional searches for
the same terms can use that cache instead of performing the search again. This is invisible to search
users.
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e This feature, Cache Content, saves additional information while walking so that users can download
an original copy of the result directly from the Appliance instead of the original location. This is done
through a View Cached link on the search interface.

Please see 3.6.107 for more information on Results Caching.

3.5.121 Default Refresh Time

Syntax: choose from drop down list

For Re fresh-type walks, this is the default time period to initially try refreshing a URL; typically set to 1
minute. Note that the actual refresh period is dynamically computed for each URL based on how often it
changes.

3.5.122 Minimum Refresh Time

Syntax: choose from drop down list

For Re fresh-type walks, this is the minimum time period to try refreshing a URL. The actual refresh
period is dynamically computed for each URL based on how often it changes, and will not be less than this
value. This prevents too much time being spent refreshing a very dynamic page (i.e. constantly refreshing it
and loading the web server). Typically set to 1 minute.

3.5.123 Maximum Refresh Time

Syntax: choose from drop down list

For Re fresh-type walks, this is the maximum time period to try refreshing a URL. The actual refresh
period is dynamically computed for each URL based on how often it changes, and will not be greater than
this value. This ensures that all URLs — even relatively static ones — are eventually checked for changes.

3.5.124 Maximum Process Size

Syntax: choose from drop down list

Upper limit to memory size of walker processes. If a walker process exceeds this limit, it is re-started (at the
same point it left off) by the dispatcher, at most once. If the same child repeatedly exceeds this limit, the
walk may stop until it is re-started via schedule or manually. Note that this is a soft, not hard limit: the
process may exceed it briefly, yet will exit gracefully and not crash if so.

3.5.125 Always Refresh Listing Page

Syntax: choose from drop down list
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It would be beneficial to refresh pages that provide links to new content more often than the content itself.
This setting attempts to accomplish this, by looking for pages that have links but no content; specifically
robots NOINDEX and FOLLOW rules applied. When detected, the behavior will depend on this setting:

e No - These pages receive no special schedule, and are refreshed as normal.

e Limited (default) - Listing pages are always scheduled for the Minimum Refresh Time
configured for this profile.

e Yes - Listing pages are always scheduled as soon as possible, so they’ll be refreshed every walk.

3.5.126 Maximum Load Average

Syntax: number, or —1 for no limit

Maximum Load Average helps prevent the Search Appliance from becoming overloaded. If the load
goes above the specified Maximum Load Average, the walk will pause itself until the load decreases.

You can see the current load of the appliance at any time by going to System —
System Information,nextto Load. The 3 numbers represent the average load during the last 1, 5,
and 15 minutes.

3.5.127 Replication Settings

Syntax: List of hosts and profiles

A list of hosts and profiles to send walk data updates to. The hosts must have the sending server listed as
one of the Cluster Members under System Wide Settings.

3.5.128 Send Data

Syntax: select Y or N

Send Data will cause this profile to send changes in searchable content to be sent to this replication target.
This includes adding or changing content, and refresh walks removing URLSs that are no longer present.

This does not include starting a new database for a “New”” walk. If URLs are present in a previous walk and
not present in the next “New” walk, this will not remove the URLSs from the replication target. This requires
Send Settings, as described below.

3.5.129 Send Settings

Syntax: select Y or N

Send Settings causes this profile to send any settings changes and best bet changes to this replication target.
This includes starting “New” walks, which will cause the replication target to start from a fresh database
like the replication sender does.
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3.5.130 Batch Rows

Syntax: number

Defines the number of items the replication sender will attempt to accumulate in a single batch. This should
not need changed.

3.5.131 Batch Size

Syntax: number (in bytes)

Defines the threshold for size for a sending a batch of replication items. When collecting items to replicate,
once the size of the items is over this threshold, the batch will be sent off to the targets. This should not need
changed.

3.5.132 Batch Idle

Syntax: number (in seconds)

Defines the idle timeout for sending a batch of replication items. When collecting a batch, if no new items
appear for this many seconds, the replication batch will be sent to the targets. This should not need changed.

3.5.133 Log Replication

Writes information for this profile’s replication queue processor to replication.log.

If both the System-wide Log A11 Replication and this profile’s Log Replication are set,
logging for this profile will be the more verbose of the two.

See also “Replication” 4.20.

3.6 Search Settings

This group of options applies to the standard search and provides a convenient way to make common
changes to the search behavior and appearance.

See also “Customizing the Search Appliance’s Appearance” 2.2.

3.6.1 Notes

This is the same setting as Notes under Walk Settings: a scratch pad area for the administrator of the profile.
It in no way affects the walk or search.
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3.6.2 Query Logging

Syntax: select Yes or No button

This indicates whether the search should log user queries. If Yes, users’ queries are logged to the querylog
table of the database. The contents of this table may be viewed from the Query Log menu of the
Administrative Interface.

Note: The query log table gets erased during every new walk. You will only be able to view queries that
have occurred since the latest new walk. Refresh walks do not cause the table to be erased.

3.6.3 Rotate Schedule

Syntax: The day of week (or daily) and the time of day to rotate

This selects when to rotate query logs on this profile. During a rotate action, the log table data is optionally
emailed to someone, and then the data is erased from the log table.

See also Attach Logs (section 3.5.3).

3.6.4 Email

Syntax: A valid email address

When the query log is rotated (according to the schedule set), an email message with an attached file
(containing the previous log data) is sent to this address. Multiple addresses may be specified, separated by
commas.

3.6.5 Result Order

Syntax: select Relevance, Date, or URL button

This determines the default ordering of search results.

e Rank - search results are ordered by rank (or relevance) by default.
e Date - search results are ordered by date descending (newest first) by default.

e URL - search results ordered by their URLs alphabetically by default.

Search users may select the alternate ordering from this default in the Advanced search form. Note that
more ordering options are possible by setting the order query variable directly; see discussion under
Search Parameters - Search control (p. 171). Note also that the factors that influence a document’s rank
for Rank ordering — including date — can be controlled; see Word Ordering and other rank “knobs”, p. 136.
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3.6.6 Results Style

Syntax: choose from drop down list

This controls the style used for displaying individual results to user queries. There are various styles from
which to choose. The arrangement and amount of information varies in every style. In the administrative
interface you may click the question mark (?) next to Results Style to see a sample of each of the available
styles.

3.6.7 Allow RSS

Syntax: select Yes or No button

IfAllow RSSis setto Y, then each search result page will include a reference to an RSS feed for that
search, which users will be able to monitor.

Setting A11low RSS to N will both remove the reference from search result pages, and disallow the viewing
of RSS feeds.

3.6.8 Format XSL Output

Syntax: select Yes or No button

If set to Y, then extra line breaks are added in to the output of the server-side XSL stylesheet processing.
This has the following effects:

o It makes the HTML output more readable by humans, changing it from one extremely long line to a
well formatted document.
e [t adds a small amount of size to the document (usually between 1-4%)

e Adding line breaks at certain locations can sometimes trigger odd rendering bugs in Internet Explorer
(adding spaces where there shouldn’t be spaces).

3.6.9 XSL File

Syntax: Browse local disk for a XSL file

This allows the use of a customized XSL file to format the output of a search. A default XSL style sheet is
included with the Search Appliance (/xs1/default.xsl). The XSL File option is used only if the
Results Style is set to XSL Stylesheet. The links below this option display the current XSL
stylesheets, which may be downloaded for editing and then re-uploaded with this option.

3.6.10 Abstract Style

Syntax: choose from drop down list
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This setting controls the short description or abstract that is generated for each search result. Choosing
Query uses a snippet that matches the query. Beginning uses the start of the document’s content. Top
uses the top of the current page. Description uses the value of the Description meta tag.

3.6.11 Abstract Length

Syntax: enter number in text box

This determines the length in bytes of the document abstract.

3.6.12 Max Title Length

Syntax: enter number in text box

This determines the maximum length in bytes of the document title shown in the results. If the title is over
this length, it will be truncated and ended with ellipses.

Title length may be expanded up to 10 characters over this setting in order to avoid cutting off in the middle
of a word.

Set to —1 to always use the full title.

3.6.13 Max URL Display Length

Syntax: enter number in text box

This determines the maximum length in bytes of the matching URL shown in the results. If the title is over
this length, it will be truncated after the hostname with ellipses and ended with as much of the path and
filename as it can.

Note that this does not affect the URL that is actually linked to - that URL is always the full, proper URL.
This setting only affects the displayed URL.

Set to —1 to always use the full URL.

3.6.14 Results per Page

Syntax: a whole number

This controls the default number of results (hits) listed on each results page. When there are more than this
many results to a user’s query the user will have to hit “next” to see more results.

This number may be overridden by the search user with the rpp URL/query parameter — up to a maximum
of Max User Results per Page — to allow the search user to customize the number of results per page.

Note that increasing the results per page can increase the time needed per search, as more information must
be retrieved due to more results.
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3.6.15 Max User Results per Page

Syntax: a whole number, or -1 to disable

Search users are able to customize how many results per page they see — which defaults to Results per Page
— by supplying the URL/query parameter rpp. The Max User Results per Page setting places an upper
bound on how large rpp may be set to, as increasing the results per page can increase the time (and load)
per search, since more information must be retrieved for more results.

If Max User Results per Page is set to —1, then the rpp parameter is ignored, i.e. the user may not
override Results per Page.

3.6.16 Page Links Shown

Syntax: a whole number, defaults to 10
This specifies the number of page links to include in the summary of the results.

For example, if we are on page 22 of 5,000 total results, by default direct links will be shown to pages 18
through 27 (for a total of 10 links). If Page Links Shownis set to 20, it will show links 13 through 32,
for a total of 20 page links.

3.6.17 Results per Site

Syntax: an integer select box and Yes/No button

The Max setting controls the maximum results per site per page to display. For large profiles with many
pages (and thus results) per site, setting Results per Site can increase the results variety shown on a single
page, by replacing some same-site results with lesser-ranked but different-site results from subsequent
pages.

When results are limited to /N per site, no more than NV results for any given site will be shown on any given
page. Results past NV for a site are suppressed, and results from new sites (that are not past NV yet) added,
until the page is full. Once the page is complete, the results are reordered: the second and later results from
a site are moved up under the first result from that site, indented, and followed by a More results for
site link. The next page’s results will be obtained by the same process, resuming at the point in raw
results left off by the previous page. Note that a given site may appear on subsequent pages (if there are
more results for it), but its results that were suppressed for the previous page will not be shown (because
they are visible via the previous page’s More results for site link). Also, since there are now two
degrees of navigation through the results — standard pagination, plus the More results for site
links — not all of the total results counted may be shown via pagination: the rest are shown via More
results for site.

Note also that setting Max to other than Un1limited can increase search time, as potentially much more
than one page of raw results must be obtained and suppressed, and results must be regrouped.

The Allow override button controls whether the search user can override the profile’s Max limit on the
Advanced Search form (via the sr query string variable). This can be set to N to prevent the potential delay
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of grouping by site, or Y to allow the user to set a custom value. For profiles that are Meta Search
back-ends, if the front-end Meta Search is using Results per Site, all the back-ends should have Allow
override set to Y so that the front-end’s value can be used, for consistency.

3.6.18 Allow site: syntax

Syntax: a Yes/No button

This controls whether to allow the site: host.domain query syntax in a search, to limit results to a single
domain.

For example, to search for the words panda bear but only on sites in the example . com domain,
enable the syntax and use the query:

panda bear site:example.com

This will return results from example.comas well as e.g. www.example . com, but not
example.com.us.

No space may appear before or after the colon, nor in the domain. A site: clause may only be used in
conjunction with other results-producing query parameters, e.g. keywords.

A site: clause will override any value in the From this domain box on the Advanced Search form, which
uses a separate variable (sq). For profiles that are Meta Search back-ends, if the front-end Meta Search is
using the site: syntax, all the back-ends should have Allow site: syntax set to Y so that the front-end’s
value can be passed in.

Note that a site: query requires post-processing, which may reduce query performance. For this reason,
Allow Post-Processing (p. 130) must be enabled as well for such queries.

3.6.19 Allow link: syntax

Syntax: a Yes/No button

This controls whether to allow the 1ink : U RL query syntax in a search, to find results that link to the
given URL. No space may appear before or after the colon, nor in the URL (unless URL-encoded).

For example, the query:

link:http://www.example.com/dir/page.html

will list all results that link to http://www.example.com/dir/page.html.

Combining a 1ink: clause with any other clause in the query (e.g. keywords) may reduce search
performance, due to possible post-processing. For this reason, Allow Post-Processing (p. 130) might need
to be enabled as well for such queries.
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3.6.20 Results Width

Syntax: a whole number or a percentage valid for an HTML <TABLE> WIDTH

This controls the width of the <TABLE>s used in the search results. This may be a number indicating a
fixed width or a number from 1 to 100 followed by a percent sign(%). This tells the user’s web browser how
wide to make the table.

3.6.21 Box Color

Syntax: a color name or number valid for HTML color specification

This controls the color of the “gray” informational boxes at the top and bottom of search results pages.

3.6.22 Show File Icons

Syntax: select Yes or No button

Show file type icons on individual results. These icons appear for non-html types (office files, PDF, images,
etc). The exact positioning or usage of the icons can be customized using the XSL Stylesheet (see
XSL File setting 3.6.9).

3.6.23 Show Thunderstone logo on results

Syntax: select Yes or No button

This controls the display of the Thunderstone logo on the search results page. The logo is displayed on the
first and last page of a search.

3.6.24 Show Advanced Search

Syntax: select Yes or No button

This controls whether or not the Advanced Search button is displayed on the search form. If set to No then
the button will be hidden, otherwise it will be displayed.

3.6.25 Query Autocomplete

Syntax: select Yes or No button

Query Autocomplete (also known as “typeahead”) lets the Search Appliance suggest full words from the
user’s partially typed queries as they’re being typed. If the user has typed ense, query autocomplete may
suggest ensemble, enseignement, etc.

Like Spell Check, the list of words used for Query Autocomplete comes from the current profile’s content,
so the only suggestions made will be words that occur somewhere in the content.
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Query Autocomplete is ordered with a priority system, where words that occur more often are ranked
higher, and words that occur in titles are ranked much higher.

3.6.26 Max Completions

Syntax: a whole number

This controls the maximum number of completions that will be shown to the user when using Query
Autocomplete functionality.

3.6.27 Results Highlighting

Syntax: select None, Classes, Inline or Bold

The user’s query will be highlighted in various parts of the search results (Title, Abstract, etc.) with the
selected method:

e None or N - No highlighting will be done in search results.

e Classes or Y - Terms will be highlighted with <span> tags that refer to classes that are defined in
a separate CSS file, /common/search. css by default. Each term in the query is tagged with a
different class, which are each highlighted a different color in the default search.css. All these
rules can be overridden with your own CSS on the results page.

e Inline - Terms will be highlighted with <span> tags that directly specify a fixed CSS style. This
is not customizable, but is self-contained and does not depend on a separate stylesheet or file. Same
visual result as Classes with the default CSS.

e Bold - Terms will be highlighted with <b> tags.

The default is Bo1ld.

3.6.28 Context Highlighting

Syntax: select None, Classes, Inline or Bold

The user’s query will be highlighted in the context view (Match Info page) as well as the cached content
view with the selected method. Same choices as for Results Highlighting.

The defaultis Classes.

3.6.29 PDF Query Highlighting

Syntax: select Yes or No button
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When making links to PDFs in search results, the Search Appliance will add extra info to the link which
will cause the user’s query to be highlighted by the PDF viewer. Changing this setting to “N”” will remove
that extra information from the link, and no longer highlight the user’s query in the PDF document.

3.6.30 PDF Highlighting Format

Syntax: select “Acrobat 7+ or “Legacy”

Controls the format used to provide query highlighting information for PDF links.

e Acrobat 7+: Uses the search parameter as defined in the PDF Open Parameter specification.
Supported by Adobe Acrobat 7 (January 2005) and all later versions.

e Legacy: Uses the xm1 Highlight File Format syntax, which has been deprecated by Adobe. It was
disabled by default in Acrobat Reader 9 (July 2008), and completely removed from Acrobat Reader X
(Nov 2010) and all later versions.

This is a temporary setting is for compatibility, and will be removed in a future version of the Search
Appliance (forcing Acrobat 7+ behavior).

3.6.31 Font

Syntax: a font name valid for HTML <FONT> specification

This specifies the font to use throughout the search interface.

3.6.32 Display Charset

Syntax: a standard IANA charset name

This sets the charset used to display search results in. The default if empty is the charset for Storage Charset
under All Walk Settings. This charset should be a superset of US-ASCITI (same 7-bit sequences),
compatible with Top HTML, and translatable by the Search Appliance from Storage Charset.

A <META HTTP-EQUIV=Content-Type> tagin Top HTML will be updated automatically to reflect
this charset. This update can be disabled by putting 2 or more spaces between META and HTTP-EQUIV in
Top HTML.

Note that if the Display Charset differs from the Storage Charset, search results must be converted
on-the-fly, potentially degrading performance slightly. Thus, if Display Charset is ever changed, it is
recommended that Storage Charset be changed as well, and after the next rewalk (when all the database data
is now in the new Storage Charset), Display Charset be change back to default (empty, which will still
display in the new Storage Charset).
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3.6.33 Top HTML and Bottom HTML

Syntax: HTML

This is static HTML to place at the beginning and ending of every search page respectively. It is useful for
setting styles and displaying navigation menus and otherwise making the search pages look like the rest of
your site.

The <!-- THUNDERSTONE_HEADERS --> placeholder is replaced at search time with custom
information necessary for search. If you customize your Top HTML, make sure
<!-— THUNDERSTONE_HEADERS --> is somewhere in the Top HTML’s <head> section.

Top and Bottom HTML when placed together should be exactly what is required to create a complete and
valid HTML page. You can use your favorite HTML editor to create a page with a placeholder for the
search form and results. Then cut and paste the section of HTML before the placeholder into the Top
HTML and the section of HTML after the placeholder into the Bottom HTML.

If Squery occurs within these fields, it will be replaced by the user’s query.

3.6.34 Enable Sherlock

Syntax: select Yes or No button
This informs the search to include comment tags in the results page to allow Sherlock to process the list.

Sherlock is a metasearch tool for Macintosh computers.

3.6.35 Best Bet Match Mode

Syntax: select from two options
Controls how best bets keywords are matched with the user’s query.

With Show when search query is contained in Best Bet keywords mode (the
default), a best bet is matched if the user’s query is contained in the Best Bet’s keyword(s). the Search
Appliance internally does a “search” with the best bet keyword(s) as content, and the user’s query is the
search.

With Show when Best Bet keywords are contained in search query mode, a best bet
is matched if the Best Bet’s keyword(s) are contained in the user’s query. the Search Appliance internally
does a “search” with the user’s query as content, and the best bet keyword(s) are the search terms.

Examples:

With Show when search query is contained in Best Bet keywords, abest bet with
the keywords pay raise will be triggered for the search queries pay, pay raise,or raise, because
the user’s query is contained in the best bet keywords. But it will not be triggered if a user searches for pay
schedule or pay raise schedule, because the user’s query is not fully contained in the keywords.

With Show when Best Bet keywords are contained in search query,a best bet with
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the keywords pay raise will be triggered for the search queries pay raiseorpay raise
schedule, because the best bet keywords are contained in the user’s query. But it will not be triggered by
pay, raise,or pay schedule, because the keywords are not fully contained in the user’s query.

3.6.36 Top Best Bet Title

Syntax: text

This is the title text of best bets displayed above the search results. Common choices are “Best Bets”
and “Suggested Links”. See Using Best Bets 4.17 for more details.

3.6.37 Right Best Bet Title

Syntax: text

The title text of best bets displayed to the right of search results. Common choices are “Best Bets” and
“Suggested Links”. See Using Best Bets 4.17 for more details.

3.6.38 Top Best Bet Group

Syntax: choose group from drop-down list

This controls which group of best bets will be shown above the results. The group must already be created.
See Using Best Bets 4.17 for more details.

3.6.39 Right Best Bet Group

Syntax: choose group from drop-down list

This controls which group of best bets will be shown to the right of the results. The group must already be
created. See Using Best Bets 4.17 for more details.

3.6.40 Top Best Bet Box Color

Syntax: valid HTML color

This controls the color to be used for the background of the top best bet box. See Using Best Bets
4.17 for more details.

3.6.41 Right Best Bet Box Color

Syntax: valid HTML color

This controls the color to be used for the background of the right-side best bet box. See
Using Best Bets 4.17 for more details.



3.6. SEARCH SETTINGS 121

3.6.42 Top Best Bet Border Style

Syntax: select from drop-down list

This controls the style of the top best bet box border. You can choose to have no border, a border around all
the best bets, or an individual border around each result. See Using Best Bets 4.17 for more details.

3.6.43 Right Best Bet Border Style

Syntax: select from drop-down list

This controls the style of the right-side best bet border. You can choose to have no border, a border around
all the best bets, or an individual border around each result. See Using Best Bets 4.17 for more details.

3.6.44 Right Best Bet Box Width

Syntax: enter number in text box

This controls the width of the best bet boxes shown to the right of the regular search results. See
Using Best Bets 4.17 for more details.

3.6.45 Authorization Method

The Authorization Method setting controls what Results Authorization method(s) are used by the
Search Appliance when verifying user access to search result URLs. See the Results Authorization section
(p. 152) for details. The possible settings are:

e None: No access verification; return all search results to all users. This is the default. It is also the
setting that should be used for a Meta Search profile, even if one or more of its back-end profiles does
use Results Authorization: the request and response for credentials will automatically be passed
back and forth from front-end Meta Search to back-end profiles, which will handle the authorization
(not the front-end).

e Forward login cookies: The Search Appliance will forward login cookies from the user to
the result URL. This is for custom HTML-form-based single-sign-on systems.

e Basic/NTLM/file - prompt via form: The Search Appliance will prompt the user for
their credentials with a form, then send them to the result URL via HTTP Basic, NTLM or
Windows/SMB file authentication.

e CAS: The Search Appliance will use the Central Authentication Service to proxy user credentials.
The Login URL must be set to the CAS login service, with a service parameter pointing back to
the Search Appliance. Additional caveats apply; see details under Login URL for CAS, p. 122.
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3.6.46 Login Cookies

For the Forward login cookies Results Authorization method, one or more cookies must be named
inthe Login Cookies setting. No values are given, as they will be obtained automatically on a
per-search basis from the user.

‘When a user conducts a search, if the named cookies are seen from the user’s browser, the user is assumed
to be logged in, and the cookies are forwarded to the result URLSs for authorization. If the named cookies
are not seen, the user is assumed not to have logged in yet, and is redirected to Login URL instead.

Note that these cookies must be set by their server with Domain and/or Path attributes that let them be
sent to the Search Appliance’s domain name and . . . /search path. Otherwise the user’s browser will not
send them to the Search Appliance (for forwarding), and thus Results Authorization will not work.

3.6.47 Login URL

For the Forward login cookies Authorization Method, when none of the Login Cookies are seen
at search time(or for the CAS method when no service ticket is seen), the user is assumed not to have logged
in yet. In this event, the user will be redirected to Login URL, which should be the URL to the site’s
form-based (or CAS) login page.

After logging the user in, the site’s login page should redirect the user back to their original search. To
accomplish this, the special token “$REFERER%”, if used in the Login URL, will be replaced with the
URL back to the user’s search. Thus, it could be assigned to a query-string variable in the Login URL so
that the login page can redirect back to the search. E.g. with this value for the Login URL:

http://login.example.com/login.asp?searchurl=%REFERER%

the Search Appliance would redirect the user to http://login.example.com/login.asp, with
the searchurl variable set to the Search Appliance search page (with query). The /1ogin.asp code
should be configured to then redirect the user back to the searchurl query variable after login.

Additional CAS Setup

For the CAS Authorization Method, the Login URL must usually be HTTPS (a CAS server requirement).
It also must point to the actual CAS login service, not a wrapper. This is because the Search Appliance will
also map the /1login part of the URL to /servicevValidate and other standard CAS services for
ticket validation after login. Thus a URL such as
https://cas.example.com/cas/login?service=%REFERERS should be used for Login
URL for CAS.

The CAS server must also be configured to work with the Search Appliance. When configuring, be sure to
use a URL pattern that matches all possible Search Appliance search and admin URLs, e.g. one that
matches at least https://appliance.example.com/texis/.... Consult your CAS server
documentation for how to configure these items:
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e The Search Appliance must be allowed to use CAS. This typically involves ensuring its URLs (see
above) match a list or pattern of permitted URLs. For an Apereo CAS server, this may involve
ensuring the serviceId setting of the appropriate config file (e.g.
HTTPSandIMAPS-10000001. json) matches Search Appliance URLs. Lack of permission may
result in an error such as “Application Not Authorized to Use CAS” from the CAS
server when the user attempts to search, and is redirected to the CAS login.

e The Search Appliance must be allowed to proxy. For Apereo CAS, this may involve setting a
proxyPolicy pattern (e.g. viaJSON). Lack of proxy permission may result in an error such as
INVALID_PROXY_CALLBACK from the Search Appliance during searches.

o All CAS-protected services that may be walked and appear in Results Authorization search results
must allow the Search Appliance to proxy them. For Apereo CAS, this may involve setting the
allowedProxyChains parameter in the CAS Validation Filter. Lack of this permission may
result in these services always being rejected (via HT'TP 500 Server Error) as unauthorized, and not
shown in search results.

e Depending on the CAS server’s configuration, the Search Appliance may have to be accessed via an
HTTPS/SSL URL. Make sure Enable HTTPS Server is Y under System Wide Settings.

e The CAS server may also need to trust the Search Appliance’s SSL certificate, i.e. have that
certificate’s CA in its trust store. Lack of trust may also result in an INVALID_PROXY_CALLBACK
erTor.

If encountering problems configuring CAS with Results Authorization, be sure to check the CAS server log
files for information that may help diagnose the issue. Also note that Results Authorization with CAS is not
currently supported for Meta Search.

3.6.48 Basic/NTLM/file Cookie Type

For the Basic/NTLM/file - prompt via form Results Authorization method, this setting
controls what cookie type to use for the Search Appliance’s copy of the user’s credentials.

With Basic/NTLM/file — prompt via form set, when a user conducts a search for the first time,
a form is presented (from the Search Appliance) asking for a user and password. The user/pass is sent back
to the user as a cookie from the Search Appliance for use in future searches without having to re-prompt.
The user/pass is also simultaneously used to validate search results via HTTP Basic/NTLM or
Windows/SMB file access.

The Basic/NTLM/file Cookie Type setting controls whether this cookie from the Search
Appliance should use the Login Expiration setting from System-Wide Settings (which itself can be
set to Session or a custom duration), or Session (discarded after browser closure for security).

Note that the cookie for Basic/NTLM/file Cookie Type is distinct from the Login Cookies;
they are used for different access methods. The former originates from the Search Appliance and is only
ever sent to/from the user and the Search Appliance: non-cookie-based access methods are then used from
the Search Appliance to the result URLs for actual authentication. Login Cookies, however, originate
from a third-party form-based login system, and pass from the login server to the user to the Search
Appliance to the result URLSs.
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3.6.49 Login Verification URL

When doing Results Authorization, the Search Appliance does not validate credentials or cookies on its
own. They are passed along to the content server, who decides whether the individual results are allowed or
denied.

Since authentication is handled by another server, when search results are denied access, the Search
Appliance cannot know if the denial is URL-based (lack of access by the user), or login-based
(mistyped/wrong password).

To differentiate the two and give users a chance to correct mistyped passwords, a Login
Verification URL may be set. This should be a URL that all users have access to, but that is still
protected (i.e. anonymous users are denied). It should be an actual file (not a directory), preferably small (a
few KB), and permanent (not likely to move, be renamed or have perms changed).

If Login Verification URLis set, the Search Appliance will verify a user’s prompted-for login by
accessing this page. Since all users have access to it, a denial is assumed to mean the login was incorrect,
and the user will be re-prompted for their credentials. Without a Login Verification URL set, a
mistyped password will result in no search results, but the user will not know if they do not have access to
the results, or they merely mistyped their password.

Login Verification URL can also be useful with the Forward Login Cookies Results
Authorization method, when used in conjunction with an Authorization Target of Login
Verification URL Only, as described below.

3.6.50 Authorization Target

When using Results Authorization, individual results will be checked to ensure the search user has access to
them. This can be wasteful if you know your entire results use the same permissions, e.g. if a user can
access one thing, they can access everything.

You can set Authorization TargettoLogin Verification URL Only, and if the Login
Verification URL check is successful, the Search Appliance will assume all the individual results are
allowed and skip authorizing them individually.

3.6.51 Unauthorized Result Query

For all Authorization Method types of Results Authorization, it is assumed a protocol-level denial
will be issued when the Search Appliance accesses URL(s) that a user does not have access too. E.g. for
HTTP URLs,a 401 Unauthorizedmessage should be issued.

However, some servers may only issue a human-readable denial message, but otherwise return an ok (e.g.
HTTP 200) protocol message. For such results the Search Appliance will assume the user has access, and
will erroneously return the result.

To remedy this, Unauthorized Result Query may be set to a query that will match only denied
pages (e.g. “Access Denied”). The Field/Type box should be set to the query type (substring vs.
REX) and field (raw HTML vs. formatted text) for the search. The Query field is set to the actual substring
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or REX query. See p. 237 for details on REX search syntax.

Note that this setting imposes an extra search load, as each search result must be verified with a full-page
GET instead of a HEAD, as well as queried against. Thus, Unauthorized Result Query should
only be set if absolutely necessary.

3.6.52 Username Fixup

Username Fixup allows you to make modifications to the Results Authorization username provided, such as
adding or removing a domain. This allows multiple back-ends with slightly different authentication
schemes to be searched simultaneously in a Meta Search.

e Search - the search expression to match on the incoming username. Unless you’re stripping off a
domain, this should be left blank to match everything.

e Replace - the replacement string used to modify what was matched in the search. Please see
examples below, or the Replacement Strings of the Vortex manual on our website for the exact
syntax.

For example, suppose you have a wiki and a file server. They use the same authentication back-ends, but the
wiki takes the format username and the file server takes the format DOMAIN\username. If you create a
profile for each of them and set the Username Fixup Replace value for the file server to
DOMAIN\N\\1, then you can meta-search both with username and each will get the format it needs.

Examples

e Changing username to MYDOMAIN\username

— Search - (Empty)
— Replace - MYDOMATIN\\\1

e Changing MYDOMAIN\username to username

— Search - >>=!\\+\\=.+
— Replace - \ 4

e Changing MYDOMAIN\username to OTHERDOMAIN\username

— Search - >>=1\\+

— Replace - OTHERDOMAIN

3.6.53 Max Docs to Auth-Check

This setting is the maximum number of raw (pre-auth-check) search result URLSs to examine for authorized
results, during results authorization. Decreasing this limit can speed up searches and reduce origin server
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load, at the cost of possibly truncated displayed results. E.g. noisy queries that match many overall
documents on the server, but few of which are authorized for the search user, may use a lot of server
resources, so reducing this limit may reduce that load.

The maximum value is -1 or blank (the default), for no limit: i.e. continue until all results are checked, or
Successful Auth Result Limit or Total Auth Timeout is reached.

3.6.54 Successful Auth Result Limit

This setting is the maximum number of authorized (displayable, post-auth-check) results to try to establish,
during results authorization. Increasing this limit makes it more likely to get an exact hit count for a search
(instead of a single page), at the expense of more search time and more origin server load.

The minimum (and default if empty) is the same as the Results per Page setting (p. 113), which
produces a page of results the fastest. The maximum is -1 for no limit, i.e. continue until all results are
checked, or Max Docs to Auth-Checkor Total Auth Timeout isreached.

3.6.55 Total Auth Timeout

This setting is the maximum total time in seconds to spend searching and authorizing results, during Results
Authorization. The maximum setting value is -1 for no limit, i.e. let Search Timeout (p. 133) cancel
the search if reached. Any other negative value is relative to Search Timeout. Thus the default (if
empty) of -5 means stop searching 5 seconds before Search Timeout, so that there are a few seconds
left to send the results to the user.

3.6.56 Allow Authorization URL

If enabled, the Authorization URL field of each document is used for Results Authorization instead of
the document URL. (If the Authorization URL field of a document is empty, or this setting is disabled,
the document URL is used.) Enabling this can speed up searches under certain circumstances.

Sometimes an entire group of documents share the same authorization. For example, on some systems the
contents of a directory always have the same authorization as the directory itself. In other words, every
user’s permissions on the files in any directory is the same as their permissions on the directory itself. If this
is the case, then Results Authorization can authorize all results in the directory just by authorizing the
directory itself, once. This reduction in calls speeds up searches.

For this optimization to be effective, the Authorization URL field in the database must be populated
(see Data from Field, p. 72). For example, on systems where the contents of a directory always have the
same authorization as the directory itself, Authorization URL should be set to the parent dir of each
URL. The more files there are (on averag